The world is
watchin

SSSSSSSSSSSSSSS , PRIVACY AND DATA PROTECTION 18™ INTERNATIONAL CONFERENCE




CPDP CONFERENCE 2025 | 21 — 23 MAY 2025 | BRUSSELS, BE

2025 (D)

Conference Partners

eLAW

LEIDEN

c:FIZ Karlsruhe % Fraunhofer

Leibniz Institute for Information Infrastructure ISI

y 4

(rezia—

Universita di Torino
Dipartimento di Giurisprudenza

& Washington University in St.Louis ilt . I I

Tilburg Institute ‘
for Law, Technology, UNIVERSITE DU
THE CORDELL INSTITUTE and Society LUXEMBOURG

\
/]

3 gtrecht DATA SCHOOL

niversity

>

Sy,



CPDP CONFERENCE 2025 | 21 — 23 MAY 2025 | BRUSSELS, BE

Dear Friends of CPDP,

Is CPDP responsive to the sense of urgency many feel about the current state of the world?

Probably not enough—but it tries. Its name (“Computers, Privacy and Data Protection”)—
and particularly its current form, CPDP.ai—begins and ends with a reference to technology.
This reflects our belief that technology must be the subject of broad public debate—not
delivered through keynotes, but explored through equal dialogue among all stakehold-
ers. In this setting, CPDP remains committed to inclusive, multi-voiced discussions on
how technology is shaping our societies, but also how our societies can shape technol-
ogy. As Amandeep Singh Gill, UN Under-Secretary-General and Special Envoy for Digital
and Emerging Technology, has noted: “Al isn’t just about algorithms, compute, and data. It’s
about power. Who has it? How is it distributed? How is it used? And how do we ensure it’s used to
empower people? We must prevent a world of Al haves and have-nots.”

We invite members of administrations, users of technology, and tech companies to render
account for their products and practices—through dialogue with panel chairs and invited
voices representing consumers and citizens: oversight bodies, NGOs, and artists. A CPDP
panel has failed when its composition fails this inclusiveness. We support a model of
democracy grounded in rational exploration of arguments and positions.
This model does not guarantee a single answer or solution, but
sees dialogue and public debate as modest ways of becom-
ing better informed about one another’s views.

The name CPDP also reflects a second core value:
fundamental rights. Privacy and data protection are such
rights. They may not be enshrined in every constitution,
but from the far south to the deep north, they are on people’s
minds—alongside other human rights and lasting concerns about
power imbalances. It is heartening to see the steady growth of data protection laws

and Al-related regulatory initiatives around the world. In some countries, executive orders
on Al usage appear and disappear in the absence of hard law. But they also return. Every
political system senses that a society needs order above all, and data protection guidance
contributes to that order. As a fundamental right, it fosters more rule of law quality—a third
global value. Still, the global uptake of European-style data governance—often held up as
a gold standard—raises new questions. Who benefits? Who is left out? The expansion of
rights, however welcome, can also entrench existing imbalances if not carefully considered.

CPDP is a conference not about hope, but of hope. It is born and bred in the belief that
debates—orderly but pluralistic—matter. The number of registrations this yearand the organ-
isation of the conference in a venue that allows for more and bigger panels, workshops,
artist keynotes or live radio sessions, testify that this belief feels very natural for many of
us. If the world is changing, let us discuss it together. If the world is watching, let them
see us talk.

Paul De Hert Thierry Vandenbussche



CPDP CONFERENCE 2025 | 21 — 23 MAY 2025 | BRUSSELS, BE

Tour & Taxis the site

1. Maison de la Poste
CPDP.ai main venue
Rue Picard 7

2.Le Baixu
CPDP.ai main venue
Rue Picard 3

3.Mozilla Party
Brasserie de la Senne
Anna Bochdreef 19/21

4.Shuttle Bus

Every 5’ to 10’ between the
site and Brussels North
station (until 22.00)

. Panels

. Workshops
D Culture Club

D Avatar.fm (CPDP’s live radio)
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General Congress
Information

Registration and Name Badge

Registration opens on Tuesday 20 May a 16:00 in front of Maison de
la Poste, inside Gare Maritime. From Wednesday 21 May to Friday
23 May, registration opens from 7:30. You will receive a name badge
with the dates of attendance.

Information Desk

We provide general information about the conference and about
Brussels at the registration desk outside Maison de la Poste in
Gare Maritime.

Venues

CPDP takes place simultaneously in two venues in Brussels’ Tour &
Taxis site. Most sessions will be held at the main venue: Maison de la
Poste. Here, Grande Halle is located on the ground floor. The Maritime
roomison level 1and the Class Room and Orangerie are on level 2. All
the workshops are organised at Maison de la Poste, as is the CPDP
Culture Club, which can be found in the Cinema Room on the 3rd floor.
Some panels take place in the revamped jazz bar Le Baixu, a stone’s
throw from Maison de la Poste. You can find an overview of all venue
locations by consulting the map in the CPDP Magazine. You can find
anoverview of all venue locations by consulting the map on page 4.

Lunch and Coffee Breaks

All lunches and coffee breaks will be held in the foyers at Maison de
la Poste and in Gare Maritime.

The early lunch will start at 12:30 outside Maison de la Poste in Gare
Maritime. Regular lunch starts at 13:05 in the foyers.

Networking and Side Events

Cocktails will take place in Maison de |la Poste starting around 18:40
on Wednesday, Thursday and Friday. Don’t forget to check out our
exciting Culture Club Programme on the 3rd floor and the Avatar.fm
live radio on the ground floor.

Video Recording and
Photography at CPDP

Is CPDP watching you? Well. a bit. A professional photographer will
be taking photos at the conference, including crowd shots, which
may then be used for publicity. Please let us know during registra-
tion if you do not wish to be in these photographs. Panels will be
filmed at the conference venue and uploaded to our archive and
YouTube channel after the event (in case the speakers gave consent
for the recording).

Shuttle Bus from/to Brussels
North Station

A free shuttle service travels back and forth
from Brussels North Station. Every 5 to 10
minutes, a bus leaves at the Tour & Taxis site
orthe station. Around midday, buses also go to
the Rogierplein. Find the schedule by scanning
the QR code.

Taxi

Please do notask the information desk to call a taxi for you, please do
this yourself.Companies like to know your name and phone number
to avoid other people getting into the taxi that you booked. Taxis
Verts: +32 2 349 49 49.

Updates and Conference News

Please keep a close eye on email updates from us throughout
the conference and contact the registration and information desks
if you have questions. Our wonderful volunteers will be at the venue
to help you find your way.
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Interview with

James Bridle

Annually CPDP is collaborating with an artist to create an image for the conference.
Last year we worked with Vliadan Joler. Earlier we invited David Shrigley. In 2022 we
worked with the Romanian artist Taitzel Ticalos who used a sound visualisation of a CEO
apologising for a data breach. In 2023 Judith Fegerl created Resistors which is a poetic
proof that resistance is already inside our hardware. This year, we had the honor of
James Bridle saying ‘yes’ to our humble request.

The theme of this year’s CPDP conference is

The World Is Watching. We see this title as multi-
faceted in a time when global changes are driven
by both political and corporate forces. We also
consider the role of the individual, who is now
more outspoken and critical. This interpretation
guided our discussions as we planned our
collaboration for CPDP 2025. We also focus
strongly on children and their safety. How do you
see this title and approach?

When I first heard the title, The World Is Watching, it took
me back to over a decade ago during the Occupy
Movement. | was in New York for a residency program
at the tail end of Occupy Wall Street, so | witnessed
the protests and encampments firsthand. The World Is
Watching was a phrase | first encountered in this call
to action for surveillance from below. Activists used it
while ® ® documenting protests and exposing state
violence. There was extensive surveillance of protest-
ers, but this was a form of reverse surveillance where
people filmed police actions to gather evidence of
brutality and legal overreach. It felt powerful, highly
networked, and deeply connected to the internet. While
Occupy was a physical presence, itwas also an online
movement, broadcasting itself through countless
networked cameras. The iconic image of people
holding up their phones to livestream felt like a new
kind of media event, a fusion of digital and physical
space. Since then, the idea of The World Is Watching has
expanded, as has surveillance itself. There’s the spread
of CCTV cameras, online tracking, and the

accumulation of data by corporations. This extends
into what Shoshana Zuboff called surveillance capital-
ism:an economic model builtentirely on watching and
tracking. For me, the phrase has a dual nature. It
implies citizen activism, looking back at power and
spreading information, but it's also tied to the rise of
state and corporate surveillance, creating a kind of
panopticon around us. | have complex feelings about
this, especially because my own work has examined
surveillance extensively. I've studied state and corpo-
rate surveillance, created artworks about it,and written
extensively on the topic. But over time, | realised that
much of the criticism of surveillance (whether in
writing, art, or activism) tended to reinforce the logic
of surveillance itself. Many critiques relied on conduct-
ing even more surveillance to expose the issue, ulti-
mately just generating more data and desensitising
people.When you repeatedly tell people
they are being watched, the response is
often fear, paralysis, ordisengagement.
It creates a cycle where surveillance and
resistance existin parallel but remain
trapped in the same logic. Another area
I explored, which ties into your theme,
was children’s activity online. At
the time, | wasn’t a parent, but now
I am, and my perspective has evolved.
| grew up with the internet, having
unsupervised access from the age of
12. | saw things | shouldn’t have,
engaged in practices | wouldn’t want
a child to experience, and yet, | also

credit much of my development to that early digital
freedom. Many people of my generation share this
paradoxical experience—we were exposed to harmful
content, but the internet also shaped who we are. |
wrote an essay, Something Is Wrong on the Internet,
examining how online platforms exploit attention for
profit, often at the expense of children. Large corpo-
rations prioritize revenue over safety, leading to
deeply disturbing consequences. The reports | uncov-
ered described severe trauma, yet these companies
largely ignore the harm they facilitate.

Your artwork for CPDP clearly explores the more-
than-human world and our shared existence
within it. In the context of regulation and policy
discourse, this brings us to legal frameworks like
the ‘rights of nature.’ How do you think acknowl-
edging a more-than-human web of percep-

tion could impact our European approach to
regulation?

Over the last few years, my work has shifted—not
away from technology, but toward a broader ecologi-
cal perspective that includes the more-than-human
world. This means considering non-human beings in
all their forms and redefining what matters when we
talk about perception and awareness.When | reflect on
the phrase The World Is Watching, | ask: who do we mean by
“the world”? Much of my work on the non-human world
has focused on perception, which is a fascinating way
to explore this concept. The more-than-human world
consists of all beings thatinhabitit,and understanding
it through perception raises fundamental questions:
Who sees? How do they see? What perceptions do we
share? In responding to this theme, | became interested
in the idea of all these watching eyes, quite literally,
the eyes of many different beings observing the world.
This includes humans, but also non-human animals
in various forms. It even extends to unexpected forms
of perception, such as the sensory systems of plants,
which perceive light in specific ways. It also includes
technological systems such as CCTV cameras, doorbell
cameras,and surveillance systems on military drones. |
wanted to create a broad mapping of all these different
systems of perception, these various ways of seeing,
that collectively form a world that is watching, and is
thus capable of acting in response.

You’ve talked about Richardson’s paradox, which
suggests that the more we measure the world,

the more complex it becomes. Regulation follows
a similar pattern: the more we regulate, the more
complex it gets. When including non-human
species in regulation, this paradox seems inevita-
ble. How do you reflect on this?

I've long admired Lewis Fry Richardson. He was a mete-
orologist who developed weather prediction by numer-
ical calculation, the foundation of modern forecasting.

When you repeatedly tell
people they are being watched,
the response is often fear,
paralysis, or disengagement.

It creates a cycle where
surveillance and resistance
existin parallel but remain
trapped in the same logic.
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UAV Identification Kit 0017, 2012, pelican case and 3D printed models

His work parallels the rise of computation through gath-
ering data, mapping it, and predicting the future. This
connects to surveillance, as prediction is ultimately
about control, whether forweatheror for social, political,
and economic data. Richardson was also a Quakerand
pacifist. He served as a stretcher-bearer in World War |,
refusing to fight,and resigned from the British weather
service [Meteorological Office] when it became milita-
rised. Instead, he studied peace, hypothesising that
conflict likelihood correlated with border length. But
in measuring borders, he found they were fractal. This
illustrates a broader truth: more data doesn’t always
mean more understanding. The assumption that study-
ing somethingin finerdetail leads to greater knowledge,
and ultimately control, breaks down. There’s a limit to
whatwe can know, especially about non-human beings.
The scientific method, while valuable, is not the only way
tounderstand the world. Richardson’s paradox reminds
us that alternative ways of knowing are essential. It also
highlights the need for moral and ethical considera-
tions. His science was inseparable from his pacifism,
anti-militarism, and rejection of imperialism. When
engaging with his ideas, we must ask: What moral
stance do we bring? What kind of world do we want to
create? These questions should shape our approach
from the start.

You previously talked about shifting our perspec-
tive on Al as a servant to Al more as a colleague.
What do you think is necessary to put this para-
digm shift into motion to get from that place to Al
as a colleague?

Conversations about Al are fraught because we’re
always discussing both the popular imagination of
Al and Al that actually exists. The former is shaped by
narratives of superintelligence, an omnipotent mind
emerging from nowhere. Butin reality, Al is just statisti-
cal models working with vast amounts of data. | studied
Al'academically 20 years ago, during a lull in its devel-
opment. The current wave isn’t based on a conceptual
breakthrough because neural networks existed then.
What changed is society: corporate power, data accu-
mulation, and computing resources have exploded,
allowing Al to scale. But today’s Al, shaped by surveil-
lance capitalism, serves corporate interests. Its primary
function isn’t generating images, text, or code—it's
making money. This is what | call corporate intelli-
gence. Like corporations, Al enables various tasks, but
everything ultimately serves profit. If we work with Al,
we're always operating within that structure. To truly see
Al as a colleague - or better,comrade - we need a differ-
ent model, both in how we create and experience it. That
requires rethinking not just Al but ourentire social and
economic systems. Al is often framed in human terms,
but intelligence isn’t uniquely human. It arises from
being in the world, shaped by form and context. Human,
non-human, and machine intelligences are distinct. To
engage meaningfully with Al, we must examine who
controls itand who dictates its purpose.

It’s often said that regulation lags behind technol-

ogy, but couldn’t this be seen as part of the natural

flow of development? From your perspective as

an artist and researcher, how have you seen digital

regulation evolve? Is it strengthening or weakening
in today’s changing world?

I’'m not a policy expert, but the idea that regulation
must lag behind technology is a weak excuse for inac-
tion.We cananticipate and react to developments, and
there’s no reason not to legislate just because tech-
nology moves fast. Societies choose how they want
to be governed, and we've seen effective legislation,
like the right to be forgotten, GDPR, and Freedom of
Information, despite their fragility. These laws are
under pressure, especially in the US, but that doesn’t
mean they aren't worth defending, Europe seems more
committed to these efforts. At the same time, 'm wary
of state regulation. In the UK and US, many online regu-
lations stem from moral panics, often harming margin-
alised groups under the premise of protecting children.
Governments tend to use technology regulation regres-
sively, targeting minorities ratherthan addressing real
issues.Sowhilelegislation has its place, it's not the only
answer. The real solution is education, social change,
and systems thatare transparent and user-controlled.
The need for state regulation of transnational corpo-
rations diminishes when we have more direct control
over the technologies we use.

Children have long been exposed to autoplay
features on various platforms, often leading them
to strange and unsafe content. Despite new plat-
forms emerging, lessons from past ones haven’t
been applied to improve child safety. Regulation is
always playing catch-up, but do you think there are
lessons that could be learned and implemented?

The first thing to say is that big corporations claiming
to protect children are lying. We've seen this repeatedly.
Take YouTube Kids, forexample. It claims to be safe, but
it isn’t. At the scale these platforms operate, proper
moderation simply isn’t possible. It's physically, tech-
nologically, and mentally unfeasible. Any claim that
they can provide safe moderation for children is false.
Beyond that, these companies have
no real incentive to fix the issue. Their
business model depends on making
content as accessible as possible, so
restricting itis an existential threat to
them. Safe platforms forkids do exist,
buttheydon’tscaleinthe same way or
generate as much profit. That doesn’t
mean we can’t choose them—it
just means they’re not prioritized.
Stepping back, my position is simple:
no child should have unmoderated
access to media. That's not a tech-
nological problem; it's a social one. It
comes down to education and child-
care. As any parent knows, children
spend excessive time online because
parents are busy and need to occupy
them. The real issue is that childcare
is inadequate, and parenting is often
tooisolated. The nuclear family model
in the West simply isn’'t enough—we
should be raising children as commu-
nities. So while we can say children
shouldn’t have unmoderated inter-
net access, enforcing that is another
matter. The root causes are much
larger social issues. If we address
those, we’ll naturally solve many of
the technological concerns as well.

Your books have been a major inspiration for many
interested in the digital world and its societal
impact. What are you currently working on? Can
we expect a new book, or are you focusing more on
exhibitions—or maybe both?

There’s always more coming. My work emerges
from what I'm drawn to, and I've noticed a growing
practicality in my approach. While writing New Dark
Age, | explored the relationship between technol-
ogy and climate, both the harm technology causes
and the impact of climate change on technological
systems. Confronting the reality of climate change
was terrifying and sent me into a deep depression,
something many readers also expressed. That led to
Ways of Being, where | expanded my thinking to include
ecological technologies. This ranged from high-tech
solutions like solar panels and smart grids to low-tech
approaches like permaculture and traditional knowl-
edge systems.The more | engaged practically, such as
learning to wire a solar panel or plant a permaculture
garden,the more my depression lifted. The biggest fear
was feeling powerless, and action restored a sense of
agency. This powerlessness extends beyond climate
change. It defines our relationship with technology,
politics, and finance, which fuels populism, fear, and
inaction. Agency is the ability to act, to have a place in
the world. That's whatI'm interested in now: increasing
agency through renewable energy, alternative democ-
racy, waterand soil management—practical skills that
reconnect us to the world. No single solution will save
us.Solar panels alone aren'tenough, but they’re better
than fossil fuels. The key is engagement, or learning
by doing. This applies to everything: coding, carpen-
try, gardening. We need diverse intelligences working
together, not knowledge concentrated in a few hands.
A system where only a small group understands how
things work leads to power imbalances. Education
must be both broad and deeply practical. In learning
to make and build, we develop the solutions we don’t
yet know we need. =

To truly see Al as a colleague -
or better, comrade - we need
a different model, both in how
we create and experience it.
That requires rethinking not
just Al but our entire social and
economic systems.

Drone Shadow 007: The Lavender Hill Drone, 2014, installation, London
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DPO Track

CPDP Shines
a Spotlight

onh the Role

of the DP
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At the 2025 CPDP Conference, the role of the Data Protection Officer (DPO) takes center
stage. For the first time, a dedicated DPO track has been included in the programme, ensur-
ing DPOs get even more value out of the conference. We spoke with Jolien Ghyselinck and
Peter Berghmans, the curators of this new track, who emphasized the need for a broad,
international dialogue around the evolving role of the DPO. CPDP.ai invited the curators for
anopinion piece where they emphasise the need for a broad, international dialogue around

the evolving role of the DPO.

Unsurprisingly, the changing nature
of the DPO’s roleis a hot topic. Legally
speaking, nothing has changed—
the GDPR still defines the DPO’s core
responsibilities.“Butin practice, govern-
ments and companies are increasingly
turning to their DPOs when it comes to
interpreting new European tech regu-
lations, especially the Al Act,” states
Jolien. That brings us to the buzzword
of the moment: artificial intelligence.
Many organisations are exploring
the opportunities Al presents while
grappling with the legal boundaries.
“'m not sure whether this shiftis good
orbad forthe DPO,” Jolien observes.“On
the one hand, itallows DPOs to contrib-
ute to technological innovation. On
the other hand, it risks compromising
the DPO’s independence.”

Jolienrefers to priorresearch conducted
in Belgium, which revealed that DPOs
often struggle with limited budgets,
time, and training, “If they're asked to
focus on other areas without receiv-
ing additional resources, there’s a real
risk that data protection might lose its
important place on the agenda. While
new legal frameworks can be interesting
for DPOs and offer chances to special-
ise in other areas, this shouldn’t come
at the expense of their core mission.”

“That’s why this conference will focus
on the DPO’s essential tasks,” Peter
clarifies.“The topics are highly relevant
and zoom in on the legal and practical
challenges DPOs face in today’s data
protection landscape. My motivation
for curating the DPO track is to bring
the DPO’s role, position, and responsi-
bilities to the forefront of academic and

professional discussion—and CPDP is
theideal platform to do justthat” Jolien
adds: “For me CPDP is also a great plat-
form to stimulate the dialogue between
DPOs and the business world by build-
ing bridges between the theory and
the practice”.

The curators have been working
passionately over the past few months
to shape this track. With 3 panels and
3 workshops, a full day is dedicated to
DPOs. One highlight is the panel titled
The DPO Universales: Crossing Borders
on a Bumpy Road, developed in collab-
oration with Simon Hania from Uber.
“This panel will explore the challenges
DPOs face when navigating the diverse
roles assigned to them under interna-
tional data protection laws,” Peter and
Jolien describe.

Furthermore, supervisory authorities
and the EDPB are actively participat-
ing. “Their involvement is crucial to
the success of the DPO track and we
are happy that the practical sideis inte-
grated, for example in the workshops,”
the curators note. Previous research
on DPO happiness in Belgium showed
that the relationship between DPOs and
the supervisory authorities is not always
optimal. This year's program aims to
address that gap with, among others,
an EDPB cookie workshop, a CNIL panel
on The Economic Benefits of Having
a DPO, and a workshop by the Flemish
supervisory authority exploring connec-
tions between DPOs and regulators.
Sector-specific challenges are as well
on the agenda, such as the EDEN panel
on Data Protection for European Law
Enforcement.

By bringing DPOs together at CPDP,
the conference gains an extra layer
of depth—one that will hopefully
continue in the years to come. Jolien
and Peter point out: "We are very grate-
ful that a discount of 50% was given to
the DPO’s and privacy professionals
for the day ticket of the DPO track.® e
This is an inclusive approach to help
them find the way to CPDP, because
unfortunately not all of the DPO’s and
privacy professionals have enough
budget to maintain their expert knowl-
edge”.The curators have also launched
an international version of their DPO
Happiness research. “We want to iden-
tify the key success factors that make
DPOs thrive in theirroles,” they explain.
“These insights help us open up rele-
vantdiscussions with an international
and diverse audience.” =

Peter Berghmans and Jolien Ghyselinck,
DPO Track Curators

Computer Science
and Data Protection
Officer Tracks

As a novelty at CPDP.ai, this year's
edition features two “dedicated
tracks”. Join us on Wednesday to
engage in multidisciplinary debates
around computer science topics.On
Thursday, data protection officers
and other privacy professionals
get together to discuss subjects of
particular interest to data protec-
tion officers, and the challenges
and opportunities that these profes-
sionals face in an evolving digital
landscape. Curated by experts
with a strong grounding in these
subjects, the dedicated tracks aim
to nurture interdisciplinary discus-
sions and connections amongst
specialists and with the wider
CPDP community.

Peter Berghmans is a member
of the Flemish Data Protection
Authority and CEO of the Data
Protection Institute. He is a Data
Protection Officer in the health-
care sector and lectures on Data
Protection at Thomas More
University of Applied Sciences. As
aco-curatorat CPDP, he highlights
the crucial role of the DPO.

Jolien Ghyselinck is DPO at the
National Institute for Criminal-
istics and Criminology (NICC) in
Belgium and appointed for data
protection of DNA analysis in crim-
inal matter (public sector). Sheis
also a board member of dpo pro,
Professional Union of Data Protec-
tion Officers in Belgium. From her
own experience she believes that
supporting DPO’s from different
angles is very important, that's
why she is also co-curating
the DPO Track at CPDP.ai 2025.

Are youa DPO and
interested in contributing
to theresearch?

Fill out
the survey
here ——

thomasmore.questionpro.eu/DP02025
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Sponsored by Mozilla

CPDP’s
Official
Party

Thursday 22 May,
20:30 PM

Brasserie de la
Senne, Anna
Bochdreef 19-21,
1000 Bruxelles

Join us for drinks, nibbles,
and a chance to connect
with others building a
better digital future for all.

|=
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Back to Feelings In

Let’s take a moment to look back and take a walk through a by now memorised and archived
Feelings Inc: A Privacy Salon exhibition that attempted to navigate the delicate interplay of
vulnerability and connection in online matchmaking, digital companionship and beyond.
It housed an international selection of artists that span different generations - from the very
now to historical perspectives about our emotional bonds with the algorithm.

As we entered the exhibition we stepped into the hyper-
feminine universe of Arvida Bystrom, immediately
embracing the role of social media and its sexuali-
zation of feminine bodies. Arvida’s work challenges
the use of artificial intelligence, with the inherent
social biases of its driving algorithms. A 4-meter high
and 5-meter-wide body fills the spectators’ field of
view. Its limbs and head nowhere to be found. Berlinde
de Bruyckere on Al, exposing the algorithm’s biases..

As our vision breathes again, our eye caught 8 high-
tech cradles each carrying an artificial uterus. Wired
with umbilical-like cords they seemed to transfer
some strange marriage between data transfers and
bodily fluids. Marie Munk’s uncanny visual language
challenges normative notions of the biological human
being atatime when technological innovation mingles
with the fostering of intimate and sexual relationships.

Above this bizarre mix of delivery room and data center
floated a neon pickup line by artist duo IMediengruppe
Bitnik:‘Is anybody homelol? As aremnantofthe Ashley

Madison data breach, it pointed at the disproportion-
ate deployment of female bots behind online dating
platforms. Married men were cheating on their wives
with robots, without their knowledge.

Within the white cube, a black server-like structure
housed two films. One of them following Ariane Loze
who impersonates multiple characters (several app
users, app voices, CEO’s..) wandering the streets of
a science-fictional Paris. Addressing the camera,
the characters reveal how our data is exchanged and
sold ® & without our knowledge when being (non-)
active on social media and dating platforms.

The otherfilm, accessible on the other side of the black
box, told the story of Replika chat bots, designed to
replace us after our death for our loved ones. Its goal
istolearn as much as possible about us to reproduce
anidentical self.Ines Sieulle’s film The Oasis | Deserve’
captures conversations between humans and
Replikas, navigating our relationship to the unkown
oreven the shared violence it produces.

Exhibition view | Photo by Michele Margot

By opening the black box of Replika, we enter
the latent space of Large Language Models (LLM’s)
where language drives human-machine intimacy.
The collaborative project ‘Latent Intimacies’ gestured
to Al’s potential for alternative forms of intimacy,
existing inside the latent space of low-tech language
models. Three prototypes echoed the semantic acci-
dents captured in earlier, more primitive human-ma-
chine interactions. With these Vytas Jankauskas
and his collaborators hint at new possibilities for
human-machine connection.

Moving beyond human-machine intimacy, Lawrence
Lek’s Guanyin told the story of a Carebot, a cyborg ther-
apistcreated to save other Al from the brink of self-de-
struction. The work is a game. It allowed us to wander
around an open world where players take on the role of
the Carebot as they try to stop a self-driving car from
destroying themselves.

While the concepts of chatbots, virtual companion-
shipand caring robots may feel new, they are not. Since
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the 1960s, Lynn Hershman Leeson has been experi-
menting with new technologies and the potential of
cyborgs, engaging with the urgent issues of gender,
privacy, surveillance, and censorship.In hershort video
Seduction of a Cyborg (1994), technology is illustrated
as an infectious disease that destroys a woman’s
immune system.

Around the same period Olga Morano subverted
the masculinity of algorithms, by reproducing
the mathematical figures from her husband’s physics
books with humor and sensuality on a canvas.

We end ourjourney in outerspace. Paul Van Hoeydonck
is the artist whose sculpture joined one of the early
Apollo flights. It is known as the only artwork on
the moon, so far. In the 60’s he worked on series like
Homo Cyberneticum, visualising his futuristic and
romantic ideas about the intersection of humans
and machines.

Feelings Inc. does not take an explicit position for
or against the right or possibility to have a certain
emotional relationship with a non-human (machine).
Rather, it tried to form an opinion about the possible

Installation view from Marie Munk | Photo by Michele Margot

polarising effects that this could trigger. It attemped
to understand the meaning and implications of indi-
vidualisation that is developed through exponential
usage and normalisation of non-human (machine)
relationships. Its focus extended beyond dating apps
to include embodied Al chatbots like Replika, where
people fall in love with an avatar created by Luka
inc. The user can experience emotional loss when
the newest update caused a data loss..

This exhibition was on view early 2025 in Huidenclub
Rotterdam. On valentine’s day a two-day symposium
allowed a handful of experts, artists and civilians to dig
deeperinto the topics touched upon by the presented
artworks. These were all recorded and archived on
Privacy Salon’s Youtube channel, and you are very
welcome to relive every moment! =

Ferre Vander Elst

Installation view from Lynn Hershman Leeson | Photo by Michele Margot
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Computer Science Track

Interview with

Jaap-Henk
Hoepman

Jaap-Henk Hoepman is co-curator (with Marit Hansen) of this year’s CPDP
Computer Science Track. He is an associate professor at the Digital Security group
of the Radboud University, Nijmegen, and a principal scientist (and former scientific
director and co-founder) of the Privacy & Identity Lab. In October 2021 his book
Privacy Is Hard and Seven Other Myths. Achieving Privacy through Careful Design

appeared at MIT Press.

You are known to many people in the CPDP commu-
nity, but could you share a few words about your-
self, your work, your relationship to CPDP?

I think I'm a long time participant at the CPDP, to be
honest.| don’'teven rememberwhen my first time was.
It might easily have been 15 years ago, if that's how
long CPDP exists. | don’t know. And I've always gone
because it's such a nice mix of policy people, lawyers
and also a little bit of computer scientists, but not so
many - all of which work on data protection and privacy
from all across the world. And yeah, for me that's super
interesting because I'm a computer scientist working
in privacy, privacy by design, privacy enhancing tech-
nologies. | like to work on problems that are inspired
by practice. This is a good source of new problems,
new issues.

For this year’s edition, CPDP is grateful that you are
co-curating the computer science track. How do
you see this and what would be a good outcome of
this track?

We don’t have a lot of experience yet. | mean, it’s like
an experiment. The idea was to maybe attract more
computer scientists to CPDP because there’s few of

them compared to other “factions” or how you want
to call them. There are not many and it would be good
if there are more. Let’s see if that happens. So to say
whether the experiment was success-
ful or not is something that | can only
answer after CPDP, | guess. For me,
the main thing is seeing more fellow
computer scientists, then it will have
been good.

Why do you think CPDP is a good
platform for computer scientists to
get together?

On a general level, how do computer scientists
benefit from more interaction with legal and
policy experts?

On several levels. | think in general there is a signifi-
cant number of computer scientists working in data
protection and privacy who don’t necessarily have
a very good understanding of the more social and
the more legal aspects of it, which means that if they
think about solutions from their discipline, they may
sometimes solve the wrong problem. Or they may solve
a problem in the wrong way, because they're not really
accounting forthe social and legal dimension. So that
is one reason why it is important, and the other thing
is that, sometimes from a computer science perspec-
tive, there’s not a problem at all, but then, from a legal
perspective, thereis. So,you might think asacomputer
scientist that you've completely solved the problem,
but it's not solved. This, in general, depends a bit on
the kind of computer scientist that you are, but if you
want to make your work more relevant, it is nice to
get inspired by actual problems that occur in prac-
tice. There are many ways that you can get inspired by
problems that happen in practice. You might work with
companies, you mightengage with civil society, oryou
can go through other disciplines to see how they look
atthis problem and getinspired.

Let us turn to a technical topic - the local process-
ing of personal data, which is becoming quite
important in the age of Al. As you mentioned

in your book (“Privacy is Hard and Seven Other
Myths”), iPhones have been doing it, and now
Microsoft Copilot is doing it. How do you feel about
this way of processing personal data? Does it
provide adequate privacy guarantees?

Local processing in general is a way to protect privacy
because it means indeed that your specific data does
not leave your own device and therefore does not risk
being abused by any third party, which is of course
one of the reasons why we want to have privacy and
data protection.

The example | give in my book is the example of Apple
allowing you to search only on your device for pictures
which happen to have a certain face. In that case, that
specific application is clearly for your own benefit.
You want to have photo albums categorised based
on the people on the pictures and that's it. But more
and more of the local processing is done through

®®

In general there is a significant
number of computer scientists
working in data protection and
privacy who don’t necessarily
have a very good understanding

of the more social and the more

Well, CPDP will be an awful platform for
computer scientists to get together
with only computer scientists. But
that's not the point. The point is that
they get together with policy people,
lawmakers, legal scholars, .. That's
the whole point. And CPDP is a very good
venue for that. 've always enjoyed it,and
I think formany computer scientists it's
relatively unknown, and therefore we are
trying this to get them involved.

legal aspects of it, which means
that if they think about solutions
from their discipline, they may
sometimes solve the wrong
problem. Or they may solve

a problem in the wrong way,
because they’re not really
accounting for the social and

legal dimension.
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things called federated learning. What the system
tries to do then is to observe your local behaviour, to
derive certain information about you and to collec-
tively construct a model about, let’s say, the typical
behaviour of Northwestern Europeans regarding
the use of Signal. You can do all kinds of trainings
or [find out] which kind of words or emojis are most
popular. That kind of stuff. And so that data is then
fed into a model that is then actually used by those
companies for all kinds of purposes that might be
harmful to us as individuals or to society. Then you
would say, strictly speaking, privacy is protected and
there’s this concept of differential privacy where math-
ematically speaking (and you can have debates on how
good the protection actually is), but the idea is that
the system thatyou built, and the analysis thatyou get
outof that system, is such that you can actually prove
that it doesn’t matter that your personal data is in or
is out of that dataset being used to answer the ques-
tion. That means that, strictly speaking, your privacy
is protected because it doesn’t matter that you are
being interviewed or not, but again, collective infer-
ences can be made that have an impact on society
and have an impact on you individually.

The last paragraph of your book says:
“Significantly improving the privacy of the apps
and services we use should be our first priority. But
at some point, we need to dig deeper down into
the technology stack and reconsider the designs
for our computers and networks, both at the
hardware and the operating system levels. These
designs are half a century old by now and never
fundamentally changed, while the world in which
they are used has changed beyond recognition. We
are stretching the boundaries of their use beyond
the breaking point - not only in terms of privacy
but also in terms of security and reliability. It’s
time to start redoing the plumbing, instead of
applying Band-Aids to temporarily stop some
leakage while we frantically mop the floor against
all odds.” The world has continued to change in
the few years since you wrote these words - has
technology and privacy by design caught up a bit,
or started to catch up?

Perhaps a little bitat the highest layers of the stacks,
in terms of things like federated learning, but less
if you look at the lower layers of the stack. Take for
example the results of a seminar | was at last week,
where people were presenting about how home auto-
mation works. You have these home automation
devices, more and more of which get introduced
into our homes - light bulbs, voice assistants, TVs,
everything is smart these days. It turns out that
these devices are programmed in such a way that
they constantly communicate to get, for instance,
in touch with devices that are useful to them, so
they can e.g. provide services together. This leaves
lots of traces that you could pick up if you wanted
to.Now it turns out (and | was surprised about this),
that there’s quite a few software development kits
that are embedded in software that people write
that can actively try to obtain that information.
That basically means that, if 'm using a phone
and | would have some of these applications with
these software development kits installed on my
phone, then my phone will be spying on my home
to see what kind of Internet of Things devices are
in my home, or if 'm somewhere else, what kind of
loT devices are in the other place. So, it turns out
that things like browser fingerprinting, which was
restricted to browsers, which is bad enough, is now
sort of expanding to physical fingerprinting - what

devices are in this space? And of course, everybody
has a different set of devices, which is a unique
fingerprint,and it tells a lot about the kinds of stuff
that you have and do. In that sense it's getting
worse, because more and more of this technol-
ogy gets sort of embedded into our daily lives, and
this was the promise of the ubiquitous computing,
the computing disappearing in the background. But
it is not disappearing for anybody who is listening
to all the signals and things that they are doing to
doso.Andinthatsense,itis not getting betteratall.

Can you tell us a bit about the projects that you are
working on now?

| have been quite busy with the whole European
identity wallet developments as eIDAS2.0 got
accepted. This is a nice topic for CPDP. Sometimes
| jokingly say that | am a computer scientist that
reads regulations for breakfast. It is important as
a computer scientist to read these things and to
engage with them because if you read the regula-
tions, they are full of nice promises of how impor-
tant privacy is. Super, that's excellent, but the actual
privacy properties of something like the European
identity wallet are only defined by the actual imple-
mentation of these wallets, and the problem is that
you cannotinany legal language describe how such
a system should work to ensure that it satisfies
the properties that you want. The actual regulation
tries very hard to do that, but it fails, and it's not
the fault of anybody, it's just that you cannot do it.
Legal language is not precise enough
to do that. This means that you must
engage with the thing that defines
and specifies the European iden-
tity wallet and that has a very strong
impact on the security, privacy, trust-
worthiness of the overall system (in
this case it's called the Architecture
Reference Framework). And that
means that the writing, the develop-
ment of that specification should be
given the same political deliberations
as the legal texts do, and | know for
afactthatcertain members of parlia-
ment at the time expressed concerns
about the fact that they could only
debate the regulation text, but not
the technical specifications. Now
whether they are competent enough
to discuss and decide the technical documents
is another discussion, but you see there that it is
important to also have computer scientists, but also
civil society more onboard when these technical
standards are being challenged. CPDP is a nice plat-
form to talk about these things, why they are impor-
tant, but the incentives are not very well aligned. It
is hard to get a computer scientist, or civil society
on board because it takes a lot of time. Civil society
doesn’t have a lot of money; computer scientists
maybe do but | mean they are academics in general,
we don’t get rewarded for that kind of work.

Lately, I'm thinking more about the question of
the difference between the digital and the old phys-
ical world in terms of disruptive power of the (let’s
say) “non-discreteness” of the digital world, meaning
that in the digital world, you may spend a lot of
money developing a service but once it is devel-
oped, you can scale it almost for free. And in that
sense, maybe it's relevant to the theme “The World is
Watching” because this has tremendous impacton
surveillance powers, so states can investresearch in

order to develop surveillance tools and once the tool
for surveillance is out there, it scales to millions,
billions of people, whereas in the traditional world,
if you wanted to surveil people, you would have to
have real human agents to do that. If you want to
surveil 10 people day and night, you will have to have
30 agents to do the surveillance in shifts. At some
pointyou must decide because you don’t have that
many agents. You must decide, I'm going to watch
that guy, and not that person, because you don’t
have that many agents out there. In the digital world
it doesn’t work that way, you can very easily with
the same amount of effort needed surveil 10 people or
surveil a billion people. The effortis roughly the same.
Andthisisaconcern,it makes the whole debate about
privacy vs.security very binary in the sense that either
you have full privacy, oryou have full surveillance, there
is nothing in between. It makes the discussion very
complex.lam trying to think of ways that you can add
friction to surveillance tools so that you can guarantee
a tool never scales to surveillance of a million people,
because you would have to spend a lot of actual phys-
ical resources to do that. Similar things could also be
very interesting to study, like the spread of fake news,
or the first mover advantage, where the first person to
have a big share of a specific market is the one that's
going to dominate the market, who is going to have
the monopoly, Because nobody else can actually enter
the market anymore. Maybe friction there can also help
us.Thisis avery speculative area of research that | now
only started to think about. =

O

The problem is that you cannot
in any legal language describe
how such a system should

work to ensure that it satisfies
the properties that you want...
And that means that the writing,
the development of that
specification should be given
the same political deliberations
as the legal texts do...

Computer Science
and Data Protection
Officer Tracks

As anovelty at CPDP.ai, this year's edition features
two “dedicated tracks”. Join us on Wednesday
to engage in multidisciplinary debates around
computer science topics. On Thursday, data
protection officers and other privacy profession-
als gettogethertodiscuss subjects of particular
interestto data protection officers,and the chal-
lenges and opportunities that these profession-
alsfaceinanevolving digital landscape. Curated
by experts with a strong grounding in these
subjects, the dedicated tracks aim to nurture
interdisciplinary discussions and connec-
tions amongst specialists and with the wider
CPDP community.
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The Governments are Watching, and So Are We

It was fall 2018, when | first entered the US academic world. | had
arrived ata university in Michigan, | was a fourth-year undergraduate
student, finalising my Bachelor’s in Political Science and Psychology

as a studenton aJil-Visa.

During that time, conflicts around
the world, where my passion.. Yeah
| know it sounds macabre, but |
had spent enough time working
with the Heidelberg Institute for
International Conflict Research on
understanding international poli-
tics and conflicts, driven by the hope
that one day we might find solutions
to conflicts older than me, older than
my parents, and even older than some
governments.

Itwas during thatyearthat|was writing
my thesis on nothing more ironic
than “Alliance Theory”

in International

witness conflicts and atrocities unfold-
inglive on ourscreens - Congo, Somalia,
Ukraine, Palestine and many more. Wars
and conflicts once distantand abstract
are now painfully close and personal.
They have never been so accessible,
relatable, and immediate as today.

The ease of access to information has
mobilised a generation of young people
like never before. They organise and
speak out, both

“Surveillance Capitalism”. The term
describes how capitalism transformed
into a system that commodifies our
personal data, predicting and influenc-
ing our behaviors and then monetising
these to the highest bidder. This new
economy erodes democratic institu-
tions, not only allowing companies to
sell our data and behavioural predic-
tions on us to influence our decisions
but offering governments the oppor-
tunity to openly monitor, surveil, and
penalise citizens who disagree with
their policies.

For decades, democracies have crit-
icised authoritarian states for using
surveillance to silence opposition. Now,
those same democracies employ iden-
tical methods againsttheircitizens and
others.The United States

actively

The

of rising authoritarian leaders exploit-
ing surveillance to theiradvantage. Yet,
the rush for profit drowned outourcalls,
leaving us to witness our democratic
values erode.

Butwhile the governments watch us, we
are watching them.

We see students deported for speaking
up. We witness young activists penal-
ised for daring to stand for their future.
In real-time, we are watching events our
grandchildrenwill ask us about. We bear
a profound responsibility—not just for
ourselves, but for future generations—to
recognize the dangers unfolding.

No matterone’s position on the complex
conflicts and wars, all of us must
acknowledge that something deeply
troubling is happening. Surveillance
should never become a normal tool for
democracies. Our digital rights,
privacy, and freedoms
online are inherently

S o
are Watching,
and So Are

ances | was looking

at. With that in mind,

| enrolled in historyclasses
intending to refresh my knowledge
before diving into the depth of thesis
research. Instead, | encountered profes-
sors who opened entirely new doors for
me: Doors thatexposed me to histories
and narratives never taught to me in
Germany. This one year allowed me to
form an educated opinion on conflicts |
once thoughtlalready knew everything
about. One that is grounded in histori-
cal facts, nourished through long and
extensive academic debates and finally
born from the critical confrontation of
my role as a first-generation German
and as the daughter of North African
and Arab immigrants. Without that
yearin Michigan, | might never have felt
compelled to write these words - this
very Op-Ed.

The world has changed dramatically
since then. We are all watching, and
our governments are watching us, too.
Today’s reality is more interconnected
than ever. With a single click, we can
watch heartwarming interactions
between strangers continents apart.
But with the same ease, we can also

online and offline. Yet

as young voices found their digital plat-
forms to form coalitions and respond to
government policies, our governments
found theirown way to harness technol-
ogy for surveillance. The use of digital
tools to track the whereabouts, behav-
iour and activities of students, who
actively oppose government policies
has increased dramatically. Butit's not
stopping with students. We are now at
a pointwhere surveillance is expanded
even more.The United States now want
to monitor the Social Media of immi-
grants, claiming to safeguard religious
minorities. Such measures endanger
the rights of an entire generation and
set a dangerous precedent for genera-
tions to come. Freedom of expression is
being openly @ ~@® undermined, with
consequences that could alter
the fabric of democracy itself.

Thisis the new age of surveillance..More
specifically this kind of surveillance is
based on what Shoshana Zuboff calls

OPI/V/O
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monitors social media
accounts of immigrants. In Germany,
academic institutions restrict balanced
discussions about Middle Eastern
conflicts, and the government consid-
ers deporting dual citizens who openly
criticise its foreign policy on protests.

Social media posts expressing solidar-
ity are weaponised to detain students,
revoke visas, and expel young minds
from universities. Doxing websites
publish personal details of protesters,
endangering livelihoods and futures.
Have we lost sight of who we are?

Big Tech companies paved the way for
this surveillance economy. It's no coin-
cidence these corporations were seated
prominently at the inauguration of
President Trump. Big Tech and govern-
ments collaborate more closely than
ever before, turning behavioral predic-
tions into powerful weapons. As respon-
sible tech advocates, we once called for
regulation to balance power. We warned

fail to protect
them, all our freedoms
risk collapse.

We must safeguard the rights of young
people who inherit the consequences
of today’s dangerous policies.We must
ensure digital surveillance doesn’t
become the norm. We owe it to future
generations to act now—to protect our
liberties, defend democracy, and uphold
human rights.

So, l ask you: When your grandchildren
one day ask where you were when our
freedoms were under threat, what will
your answer be? =

Yasmin Al-Douri

Yasmin Al-Douri is a co-founder
of Responsible Technology Hub,
a tech ethics expert, and Senior
Landecker Democracy Fellow.
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Daniel Solove

We had the pleasure of interviewing Daniel Solove, an influential privacy scholars in the
U.S., on the occasion of his latest book, On Privacy and Technology, which he will present
at the CPDP Culture Club. His work goes beyond academia, from his list of 50 favourite
privacy books to his children’s book on privacy, reflecting his commitment to making
digital rights accessible and engaging across diverse audiences.

What are your plans for CPDP.ai 2025? What are
you going to show or talk about?

There are two sessions that I'll be doing. First, one is
based on my new book “On Privacy and Technology”. It
justwentinto printearlier this week on Tuesday. | think
ithasrelevance foraninternational audience because
it's about the general overview of privacy law around
the world. The second one will be a session on privacy
books; not just my favorite books but all the privacy
books. | plan to go through my listand pick out some of
the ones that have mostinfluenced me.Thelistis long.
However, | like the idea that | don’t have to just choose
one or two. | will go through all and make an overview
of privacy books that| think are most notable, at least
to me.| don’t know the final list, but it probably will be
20, 30 maybe 40 books. It's going to be a lot.

Could you tell us about your well-known favour-
ite book list? How did that come about and what’s
behind this list?

| have been keeping up with privacy books since
| started in the field. Foraround 25 to 30 years, I've been
trying to read and stay updated by tracking new books
as they come out. Around 15 years ago, | began writing
annual blog posts featuring notable privacy books.
When | started, there were only a few. Now there are
a significant number of books available, hundreds at
this point. When you consider the number of privacy
books available in 1999, there were very few. Currently,
it's quite a lot to keep up with. However, it's exciting
because there are a lot of good books out there.

Do you want to give us a hint of the few books that
you think will definitely be on the list?

I'll certainly start with some notable early books, such
as Alan Westin’s Privacy and Freedom. | think some
parts of it remain quite relevant today. Woodrow
Hartzog's book Privacy’s Blueprint and Danielle Citron’s
more recent book, The Fight for Privacy, a book or two
by Anita Allen will certainly feature on my list. I'll basi-
cally review my list, focusing on books published in
the 1960s,70s,and 80s. Although there were few, there
were some good ones!

One of your books especially stood out to me,
which was the “Eyemonger”, being a chil-
dren’s book, it is quite different from your other
books. How was the experience of writing a chil-
dren’s fiction book different from your legal and
academic writing?

I do a lot of reading and storytelling for my son which
culminated in being steeped in children’s literature.
Thenitsuddenly hitme.| had the idea and just wrote it
in an afternoon.One aspect of writing a children’s book
is that you can’t write much. So, the writing process
is much faster, which is nice. Once it was written,
| worked on it with my illustrator to storyboard and
we started figuring out what the visuals would be.
Publishers didn’t really understand the book, leading
me to self-publish it and shape it exactly the way
I wanted. Overall, it was a very different writing experi-
ence than the otherbooks and | was excited to be able
todo this.

What do you hope that the readers of, like
the young readers of your book, will take away from
this story?

| hope they'll be engaged by it. My goal was to create
a fun, different,and imaginative world in which young
readers could lose themselves. | wanted them to come
away with something that they would rememberabout
privacy. | hoped that they would like to be introduced
to this issue and years from now they will remem-
ber something about it when they start confronting
privacy issues in their lives.

As you know the conference has been already
going on for 18 years now. At CPDP, we always try to
bring different bubbles together and try to reach
people that are not experts in laws and privacy.
Translating the often dry but important topics can
be quite challenging. The illustrations of the book
tie well with this year’s CPDP conference theme,
which is “The World is Watching”. Do you think we
should maybe have a program for children at CPDP
in the following years?

Oh, that'd be interesting! The question is what age
you want to target? Forinstance, Eyemongeris written
for kids on the younger side, like the age from 6 to 11.
That's the kind of age just before chil-
dren typically hop online. Once they join
the online world it would require a differ-
ent approach. | would certainly write
a different book for a teenager versus
a kid.l am thinking about the possibility
of writing another children’s book at some
point. It might target the same age group
or slightly older; just before they start
getting online. However, the age at which
children start engaging online seems to
be getting younger over time.

They criticise the GDPR as

being a barrier to innovation.
They claim that lighter
regulation willincrease the EU’s
competitiveness against the US
and China. That's totally not
going to be the case.

Interestingly, the laws tend to view people in a weird
binary way. They're either kids orthen suddenly they're
adults. | think it's more complicated that; a kid who’s
10 years old is very different than a 13 years old, and
even more different than a 17 years old. For example,
parental consent just does not work the same way for
10years old and 15 years old. | think reconsideration of
the overall approach is needed.

Congratulations on your latest book which has
just come out. Do you have something that you can
share with the audience of CPDP?

There are a couple of features | would like to high-
light. First, it was inspired when | read “On Tyranny” by
Timothy Snyder. The book was written | think during
the first Trump administration. It presents his ideas
on authoritarianism and puts them forth inanincred-
ibly succinct manner.Itis atruly short book, about 100
pages.And | was quite struck by that.| have been think-
ing about synthesising my ideas and trying to make
them accessible to a broader audience. So, | thought
this would be a good, short, and fun project to do. So
thatis what got me to do the book.

One of the main questions | was trying to answer
in the book is that can privacy law keep up with all
the emerging technologies that we are experiencing
today? We now have Al as the ascending technology;
everyone is talking about. When | started writing about
privacy, we did not have smartphones, there weren’t
social media platforms. The internet and Al were
around, butitwas quite different. We were just seeing
the earlier manifestations of these technologies but
in different shapes and forms. | ask in the book, Can
the law keep up with all these changes? My answer
is yes; the laws can keep up. Although laws are typi-
cally slow to react and to respond; the matteris their
direction.Unfortunately, it seems the laws are missing
highly crucial points and heading in the wrong direc-
tion, even the GDPR. It's partly because | believe we are

O
O



16

CPDP CONFERENCE 2025 | 21 — 23 MAY 2025 | BRUSSELS, BE

still at the stage of early attempts. It needs to evolve
quite a lot, and we are far from the final word.

Another question is that why is the law the way it is,
and how do we make it work better? The why part of
it gets into a lot of myths that persist in our think-
ing about technology and law. Myths like “regulation
stifles innovation”. | think one of the biggest prob-
lems with the regulation is that it tries to push indi-
vidual control of information; it puts way too much
weight on privacy rights and individual responsibil-
ity. So, what must be done? In the simplest terms
the creators and users of technology should be held
accountable, both before and after. So that they can’t
be putting out dangerous products. It must be ensured
that what they're putting out is safe and not damag-
ing to privacy, and not harmful to people. If they put
out something dangerous, there must be strong,
dissuasive enforcement. | think not justin the US but
also in the EU, the enforcement is not enough. Even
the GDPR’s big fines fail to change the ultimate equa-
tion. The law often grants big tech companies and
technology users a free pass. The profits are astro-
nomically high.Whywould a company not just dowhat
they wantto do? Companies scrape the Internet oract
irresponsibly, only to later say “oops, sorry, we didn’t
know” when regulators intervene. They'll always come
up with something after the harm has been done and
the penalty is never going to be enough to prevent
themin the first place. Thatis simply notenforcement.

So, the book is focused on how we build laws that
adhere to this basic principle and hold them account-
able. Pre-emptive strong enforcement for companies
works, and it worked for centuries for everything else.
But the law finds every way to treat technology differ-
ently; to give it worship or to fear it. Technology just
gets treated in a different way than almost everything
else, a kind of techno-exceptionalism. Let’s say they
have a bug in their software; it's not their fault. They
cannot be held accountable.

Somehow, policymakers get very daunted when they
see technologies. They are not experts, so they don’t
want to stand in the way of innovation. This is how
myths shape the law. Think about car safety, a seat
beltis justas muchinnovation as a gas pedalinacar.
The car manufacturers had to be forced to innovate for

safety. They didn'tdo it on theirown.Currently, the law
often does not reward these sorts of innovations. It
basically encourages companies to move fast and
break things, and this is fostering irresponsible inno-
vation. Why isn’t privacy an innovation? This is basi-
cally the gist of the book.

Do you think it’s true that the GDPR is not good
enough? If so, in what way do you think it should
change to be improved?

I think thatthe GDPRis not strong enough. Itis formal-
isticin such away that it loses sight of the principles
thatit's trying to protect. It relies too much on individ-
ualrights and responsibilities. The whole approach to
consent and cookie banners loses the bigger picture.
Butthe attacks on the GDPR often come from the other
direction. They criticise the GDPR as being a barrier to
innovation. They claim that the lighter regulation will
increase the competitiveness of EU against the US
and China. That's totally not going to be the case.
A weakened GDPR would only benefit the pockets of
US companies or furtheradvance China’s surveillance
state agenda.

Similar arguments were trotted out after
the September11th attacks in 2001, this case through
security vs privacy myth. Most government measures
introduced to protect us didn’t really provide much
protection. Instead, they fostered a surveillance state
without providing any benefits but rathera rollback in
the law and accountability.

The truth is you can effectively have concrete account-
abilityand much better protections that would do both.
I wrote a whole book about this 15 years ago. The same
thing is going on here. Tech companies want to do
whatever they want, and they don’t want to be held
accountable. This is where the innovation vs regu-
lation myth comes in. The reason why
the EU doesn’t have the same kind of
tech industry as the US has nothing to
do with regulation. It’s just the money;
the venture money is not there. So, it
must be funded. Also, the companies
in China do exist because the Chinese
Government funds them.

Inthe US, the tech indus-
try arose in California.
If the innovation vs
regulation myth was
true, the tech indus-
try wouldn’t take place
there. California has
the strictest privacy
regulations in the US. So
why California? Because
that's where all the talent
was. It had nothing to do
with regulation.

Currently, the Trump
administration is basi-
cally killing the goose
that laid the golden egg
by destroying pretty
much everything that
nurtured the US tech
industry. It's a great
chance for Europe to step
in. But certainly not with
the recipe of the Trump
administration, which is to jeopardize universities,
research, and create a miserable environment, which
won’'t bring in the kind of talentis needed to do this.

They are going to tear down the tech industry by favor-
ing the oligopoly of big companies over newer compet-
itors. They just want to be the ones. If they succeed in
annihilating the infrastructure in the US; the tech-
nological research, universities, culture, all that is
going to be wrecked. So, there’s a very high chance
that the U.S. will not be the place where the tech-
nology is. If Europe sees the right recipe and learns
the right lessons, it could be Europe. Europe could be
the next one, as the US is basically heading toward
self-destruction.

What do you hope for our conference and what are
you looking forward to?

I've heard about it for many years, and | have long
wanted to attend, but I've never been to this conference.
The timing has always been tricky for me, as | organise
two conferences around this period. The timing works
out perfectly this year as it falls between those two
conferences. It's also an important time to address
these critical issues.

This is the moment where the EU is going to be
tested by these challenges to regulation. The ques-
tion is whether the EU will backslide or stand firm in
its values? Additionally, the GDPR does need a new
approach to privacy laws as a whole. The EU needs to
take a deep look at their privacy law and examine why
itis notworking and explore strategies to improve its
effectiveness. =

This is the moment where

the EU is going to be tested by
these challenges to regulation.
The question is whether the EU
will backslide or stand firmin

its values?
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What are

the economic

benefits of ,y
a company’s DPO?-
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The French data protection authority CNIL studied the economic
benefits of having a Data Protection Officer (DPO) fora company
and the conditions underwhich this return can be harnessed.
Statistical evidence illustrates the profitability of the DPO,
particularly if the company has an active approach to GDPR

compliance.

At the request of the French Ministry
of Labor, the Association pour la
Formation Professionnelle des Adultes
(AFPA) conducted the fourth edition
of its statistical survey on Data
Protection Officers (DPOs) in January
2024. The survey is statistically repre-
sentative, with 3,625 respondents and
allows to study the economic benefits
of having a DPO in the private sector,
notwithstanding the mandatory nature
of this function in some cases.

CNILalsoled qualitative interviews with
10 DPOs recommended by the AFCDP,
a French representative DPO organi-
zation. Those interviews help confirm
the interpretation of the survey results.

The economic
benefits of DPOs

From the survey, we can distinguish
different types of economic benefits
to the presence of a DPO: fine avoid-
ance, reduction of cybersecurity risks,
improvement of the company’s public
image,and as a levertowin tenders. But
those benefits are not perceived by all
companies which hire DPOs.

The benefit of improving the
company’s publicimage

In companies that develop a brand
image incompatible with non-com-
pliance to GDPR, DPOs have an essen-
tial role to preserve the enterprise’s
public image.

During interviews, many DPOs have
noted that public fines have a nega-
tive impact on sales and also on finan-
cial ratings: compliance can therefore
have a positive impact on a company’s
production cycle and financing capacity.

The benefit of compliance as
alever to win public tenders

According to DPOs, GDPR compliance
also has a role to help the company
win public tenders. In some struc-
tures, the DPO actively participates to
the mobilisation of GDPR compliance
as a way to increase trust, optimizing
the probability of winning tenders.

For example, one DPO explained that
following a strategy of public commu-
nication on compliance, the probability
of winning tenders increased by 50%.

Interviews also revealed that some DPOs
envisioned their roles above insuring
that their employer is compliant. They
also actively participated to the valori-
sation of compliance, for example, by
including GDPR compliance to the CSR
strategy of the company.

The benefit to fine avoidance

In 2024, CNIL issued 87 fines for a total
of 55 million €: as such, there is a real
advantage to avoiding them. Statistical
regressions carried out on the study
data show that the benefit of avoid-
ing sanctions, as assessed by the DPO,
depends on the size of the companyand
its business model.

The benefit of avoiding fines increases
with company size as bigger structures
are more likely, all other things equal,
to face fines or to be the subject of
acomplaint than smallerones.

Companies whose business model
depends in great part on data also
perceive an important benefit to avoid-
ing fines due to the greater reputational
risk for these structures. If the fine is
made public, the monetary cost is less
important than the negative impact
on the reputation of the company for
its clients, partners, etc, especially for
companies offering innovative, poten-
tially intrusive solutions (voice assis-
tants, etc.).

The benefit of avoiding data
breaches

Cybercrime represents important
costs for companies. For example,
the IBM 2024 cost of a data breach
report showed that the average cost
of a data breach is 5 million USD, up
10% on 2023.

Compliance implies implementing
appropriate cybersecurity measures
(Art 32 GPDR), so the DPO has an impor-
tantrole to prevent data breaches.

This benefit follows the same pattern
as sanctions in terms of reputational
impact. A company whose business
model relies partly or entirely on data
is at risk of reputational damage in
the event of a large-scale data breach.

This benefit can be achieved by any DPO
with enough time to implement appro-
priate security measures for
the processing of personal data. For
example, one DPO reported that after
introducing phishing awareness train-
ing, the click rate ®@ ® on suspicious
links within the organization dropped
from 21% to 5%.

The benefit of streamlined
data management

The principles of the GDPR (Article 5)
push companies to be frugal in
the collection of personal data, which
necessarily leads to operational
savings. During our interviews, a DPO
of acompanywith sales of 150 million €
explained that GDPR compliance has
saved 400,000 euros in server costs.

This streamlining of data also brings
benefits in terms of cybersecurity.
The role of the DPO involves precise
mapping of databases: knowing where
they are stored, who has access to them
and where copies are located. This
reduces the risk of leaks and attacks
by limiting potential vulnerabilities.
Less stored data also means fewerentry
points for cybercriminals, and therefore
areduced “attack surface”.

Better knowledge of data also facil-
itates its exploitation by centralising
information and avoiding duplication
or data silos. Teams can then access
relevant data more easily, improving
the efficiency of internal processes and
decision-making.

The impact of the
business model on
the DPO

There are differences between
the working conditions of DPOs,
depending on the structure’s invest-
ment in compliance. A small minority

of the DPOs have their own budget,
a few of them are also less linked with
the CSR team.

The DPO function can be considered as
aninvestment: the companies granting
more resources to DPOs are also those
who derive the most benefit from them.
Among the latter, we find structures
that fear DPA fines and companies with
a business model in which data plays
animportantrole.

There is a return on investment in
the sense that DPOs who have more
time to dedicate to theirfunctionarein
a better position to ensure the compa-
ny’s compliance, which helps reduce
the likelihood of incurring a fine.

As well as affecting the resources avail-
able, investment in compliance also
affects the way in which DPOs experi-
ence their role. For example, DPOs who
find it difficult to carry out their duties,
are little consulted, and receive little
training tend to be less satisfied with
their job.

Conclusion:
Compliance as
an Asset

Compliance with the GDPR is manda-
tory and entails undeniable compliance
costs. However,acompany can make its
compliance profitable by leveraging it
as avaluable asset.

Article 37 GDPR outlines specific cases
where companies must appoint a DPO,
which leads some organizations to see
the DPO as a constraint (89% of DPOs
surveyed report that their organization
perceives the role as a burden). However,
there are economic benefits to GDPR
compliance that can be harnessed
when compliance is treated as part of
the business model. The investment
made in compliance can offerfinancial
returns, like an asset.

With such a strategy, the DPO becomes
a key figure in making compliance
a profitable and valuable investment for
the company. To unlock the economic
benefits of this role, there must be
aclearawareness of these advantages
among decision makers, as well as
a well-defined position and roadmap
forthe DPO within the organisation. =

Aymeric Pontvianne
from La Commission nationale
de l'informatique et des libertés (France)
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Interview with

Safa Ghnaim

Safa Ghnaim is Tactical Tech’s Associate Programme Director and Project Lead
for the Data Detox Kit project. She also leads the Data Detox Bar project at Tactical
Tech, which you can visit on the 2nd floor of Maison de la Poste.

The theme of this year’s CPDP.ai conference is
“The World is Watching”. What does this theme
entice in you in the context of privacy and data
protection?

That is an interesting provocation, especially since
technology is always advancing. Al was not just
produced yesterday, it's been this ongoing trajectory
of evolving systems, like algorithms that then even-
tually evolved into these things that can produce
images with the click of a button. The world is watching
and waiting, to see how it’s going to evolve.

Personally, | don’t like how the onus is often placed on
consumers to act differently, to consume differently.
Of course, we should be more aware of the informa-
tion we consume and share, how we spend our money,
and how that impacts society and the environment
— but these are systemic issues. They are rooted in
trillion-euro business models. What people | know are
looking atis; When will technology be taken more seriously,
properly regulated, and when will we (people and the envi-
ronment) be protected better against the harms that are
coming out of them?

In the past, people would think, oh, well, e-waste is
being shipped somewhere else, mining of minerals is
far away.. but now, gig workers, factory workers, and
delivery drivers are really struggling under these condi-
tions, right in our own communities. Although we're
taking steps to become more mindful consumers, and
to better understand these systems, we would also

benefit from properregulations or protections that are
beyond whatwe can produce ourselves as individuals.

The Data Detox Bar will be present at CPDP this
year for people to visit. Can you tell us more about
the concept behind the Data Detox Bar and what
inspired its creation?

It all started with The Glass Room, which was this
huge exhibits with actual glass windows and where
everything was white and shiny and illuminated in
Berlin, London, New York and San Francisco, and now
available as a pop-up version. It examines how tech-
nology is impacting societies and particular themes
around data collection privacy, online safety, online
influence and many more topics that were being
covered in these Glass Rooms. Visitors would ask us on
theirway out: whatcan I do about this? They were looking
fortangible actions and that's how the Data Detox Kit
was born.

The Data Detox Bar is a central meeting
point, in The Glass Room and in other
exhibitions, where people can come,
sit down, take a rest, and talk to some-
body, maybe ask questions or get some
thoughts off their minds. Because tech-
nology is a lot to make sense of some-
times. In the past few years, we've
further developed the barto be modular,
allowing it to travel beyond The Glass
Room to conferences like CPDP, to be
that space with concrete, tangible tips.

What are some of the most common data privacy
concerns people bring up when they visit?

People bring up concerns that | can relate to, some
I've worked through myself, others I'm still figuring
out. Acommon fear is that it is out of their hands,
that there’s nothing they can do. While that concern
isvalid, itis notimpossible. Even if there may not be
a perfect way of cleansing your data or reducing your
footprint, there are still helpful steps one can take.

| have heard people say “I don’'t have anything to hide” or
“I can figure out misinformation” this led to us having
talks on maybe you can but what about your neighbor,
your child or your grandparents?

I've gotten a lot of questions from people about
passwords, too. It’s interesting to hear different
perspectives, forexample from hackers and devel-
opers as well as from people who have less techni-
cal skills.

How has Al influenced the Data Detox Bar?

Before Al and the ChatGPT boom, our materials
focused on reducing data traces, browser history,
screen time, media literacy, and passwords, and
these are still relevant today. Our new resources
address how Al amplifies existing issues like scams,
harassment, and bias by deepening them, making
them faster, more believable and easier to spread.

When discussing Al, we focus a lot on demystifi-
cation, helping people understand what Al actually
is, instead of just step-by-step actions like “go to
your settings and change this”. We vaguely break
down common Al tools like large language models
(LLMs), synthetic image generation, and offer a lot of
contextualisation.

The Data Detox Bar has been present in several
countries, have you noticed any differences in
the privacy and digital rights concerns raised by
visitors based on their region?

Yes, there are definitely a lot of differences in attitudes
around privacy in general. Even in places where privacy
is highly valued, and even when privacy at its core is
really importantin certain communities, the way they
look at technology can sometimes feel very distant. For
example, when discussing the Data Detox Kit in more
conservative places, | have found that while privacy is
culturally significant, many people don’t mind using
the same password everywhere or relying on WhatsApp
forall theircommunication. But once we getinto these
open conversations about, where does your data go? Who
has access to it? people become very reflective and open
to change.

w» <

We're taking steps to become
more mindful consumers, and
to better understand these
systems, we would also benefit
from proper regulations or
protections that are beyond
what we can produce ourselves
as individuals.
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Even in places where privacy is highly
valued, many people don’t mind
using the same password everywhere
or relying on WhatsApp for all their
communication. But once we get into
open conversations about where
their data goes, people become very
reflective and open to change.

When | was at The Glass Room in San Francisco, right
in the heart of Silicon Valley, we saw a mix of perspec-
tives. Some visitors felt privacy wasn't thatimportant
to them or believed they got it under control, “ have
one really strong password; no one will ever guess it.” At
the same time, we had people visit who were working
at these tech companies and | remember there was
one person in particular who was a developer and
said they felt guilty and frustrated because they were
the one who creates these tools and didn’t like how
theyre being used. It was interesting to see also that
kind of sentimentwas coming from people even when
theyre part of these companies. At the end of the day,
they are not usually the decision makers, they're given
directives and tasks, and they don’t always know how
these tools are going to be implemented.

How does the Data Detox Bar relate to other
Tactical Tech projects like The Glass Room or
the Digital Enquirer Kit?

I might be biased since | co-wrote it, but the Digital
Enquirer Kit is one of my favorite projects, and | wish
for it to get more attention. It's an open, free e-learn-
ing designed to teach investigation skills. We wrote
modules 1,2, 3,and 4, and there are two or three other
modules written by other orgs. The modules that
Tactical Tech wrote are about conducting research
and working in teams to do that research. We relied
on expert resources from Exposing the Invisible, another
Tactical Tech project created by experts. My core team
for Digital Enquirer Kit, which included three digital
security experts from different regions, worked
to make these thorough, detailed resources from
Exposing the Invisible more accessible.

The e-learnings are easy to follow, for people who are
inahurry.

This connects directly to the Data Detox Bar and Data
Detox Kit because all of these projects take complex
technical topics and make them very easy for anyone
to follow and reflect upon. The Digital Enquirer Kit has
been used in libraries, classrooms, and community
centers and to train very intentionally students which
has been really motivating, and | hope more people
cancheckitout.

Can you tell us a bit about Tactical Tech and how
the organisation has evolved over the years?

Tactical Tech was founded in 2003. While it has
evolved, some parts have stayed the same, such as
the focus on privacy and safety online and how tech-
nology impacts societies.

In the past, there were more
regionally focused projects at
Tactical Tech. Today it's more
international and we support
partners to adapt our resources
to their specific contexts.

For me personally, working at
Tactical Tech for nearly seven
years has meant having the flex-
Q ibility to follow different curios-
ities. Of course, they have to fit
within our mandate and grant
requirements. But it is fun for someone like me
who changes and evolves my interests and is able
to move with those and create meaningful projects

and outputs.

Tactical Tech has since its foundation promoted
the use of open source software. How have percep-
tions around open source software developed
among the people that you work with? Has it
become more challenging to promote software like
Thunderbird and LibreOffice?

We use open source tools in our day-to-day work as
a requirement. Some of these tools are very intuitive
whereas other tools maybe require a little bit of prac-
tice or setting up. Sometimes there is a bit of friction
or it requires more time, so that sometimes people
feel like they need to be trained in it to use it really well.

For all tools, it is important to keep a constant watch
on how theirbusiness models and practices are evolv-
ing. Forexample, the Terms of Use of Firefox, changed,
and sowe are reassessing how it fits within our scope.
Thisisn'tunique - regularly, we have to go back to reas-
sess our tools to see if there have been any changes.
Itis not easy for them to function in their businesses
when they are competing against giants like Google
and Microsoft.

Yes, it seems to have been in the making for
awhile. The competition has been tough on them.
I remember when implementing some digital
security measures, | read a report that said that
open source solutions were less secure for cloud
hosting than what Microsoft offered. This chal-
lenge that civil society has when working with
open source tools is familiar and requires support
but the trade-offs are difficult to estimate.

The same trade-off can be said for some of our audi-
ences and collaborators as well. We each may have
different threat models and risks. When collaborat-
ing with people in certain contexts, forexample, using
Google products like everyone else might actually be
beneficial for them, compared to using VPNs, which
could possibly raise suspicion. There is no one-size-
fits-all solution and it should always be assessed and
considered on a case-by-case basis.

As the societal role of digital technologies contin-
ues to increase, and while governments are diverg-
ing in their responses to the challenges that digital
technologies pose, how do you see the role of civil
society evolving?

I'm definitely still trying to figure it out myself. |
recognise that we're in a special, unprecedented
time where it's difficult for civil society and NGOs in
general to do their work due to funding struggles,
political consequences and risks. Looking at what's
happening around us, it sometimes feels like we're
living in a fictional novel. This would be funny if it
wasn’t so scary.

We are all interconnected: funding cuts in the U.S.
affect civil society there, and the rest of the world are
absolutely affected by this as well. | have hope that
things will eventually get better, but I'm not sure what
the road to “better” will look like. Right now it seems
very difficult for everybody.

lam really grateful for having such an amazing network
personally and professionally in our field. We might
feel like we must navigate these struggles alone, but
alliances, even if they're patchwork or unofficial, just
having this kind of support, is very helpful. If we stick
together and help to raise each other up and collabo-
rate it can only make us stronger. =

Data Detox Bar | Photo by Tactical Tech
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Brussels

For CPDP.ai 2025,
Privacy Salon and
community radio
station dublab are
teaming up again for
Avatar.fm, a temporary
radio broadcasting live
from CPDP.ai on three

consecutive days . Giving a voice to the young and new generation
of privacy, data protection, Al, and computer
scientist heads, Avatar.fm amplifies stories and
testimonials of students, junior researchers,

Location: artists and activists in the form of Console Talks

in front of the Grande Halle & Data Dialogues. These can evolve into longer
debates with the participation of a live audience.

Check out the programme at

www.cpdpconferences.oxrg Feel free to drop by and engage in conversations
about the datafied world and Al related subjects,

interwoven with DJ-sets by numerous dublab

Tune in live at dublab.de favourites live from iconic Brussels venue
\—//‘" . .
Gare Maritime.

1-site at CPDP.ai « Live Radio ¢ 3 Days e On-site at CPDP.ai - Live Radio - 3 Days
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Interview with

© Anna van Kooij

Bart van
der Sloot

We celebrate a birthday: the tenth anniversary of the EDPL's Young Scholar
Award. Hence, we talked with one of its founders: Bart van der Sloot, who
specialises in questions revolving around law and technology, Artificial
Intelligence and Human Rights. He is associate professor at the Tilburg
Institute for Law, Technology, and Society, Tilburg University, and is the Editor
in Chief of the European Data Protection Law Review.

Could you tell us about how the idea for the journal
of European Data Protection Law Review (EDPL)
originated and how it turned into a reality?

We were already discussing the idea of founding
such a journal because we recognized the need for
a European focused journal on data protection and
privacy law. Although the community was already big
and growing, including regulators, academics, and
practitioners, we felt the absence of a central platform.
Our goal was to bundle those approaches by provid-
ing a platform for diverse interest groups and players.

The journal has a section dedicated to academics to
put forth new thoughts and scientific insights. We
also have a report section that addresses regulatory
issues ata national level; a section dedicated to cases
by both the Court of Justice of the European Union and
by the Human Rights Court; a Book Review section; and
a section for interesting topics and opinions where
more vocal pieces contribute to debates.

We aim to provide a platform where everyone can gain
valuable insights on data protection and privacy law
from a multidimensional perspective. So, the idea was

already there, and with the GDPR being in the works,
adopted yet in effect, we knew it was the right time to
act.Then, we decided to go forit. This is

how it began.

How has the journal changed over
the last 10 years, and where do you
see it going in the next 10 years?

When the journal first started, we
focused on straightforward legal anal-
ysis of the GDPR. We were trying to
figure out what does it involve, what
does it practically mean, and what
kind of effect it will have. There were
many court cases concerning the interpretation and
conflicts between different jurisdictions. In a way, we
were entering uncharted territory. That said, the focus
gravitated towards a more analytical direction over
time. We started questioning the type of regulatory
approaches and addressing their effectiveness. Also,
questions like “How does this compare to the US
or Chinese approach emerged? This transition was
already in motion. | am confident it will continue over
the next decade.

Currently, data protection is becoming a part of
a broader regulatory ecosystem, reflected in new
instruments like DSA, DMA, Al Act, Data Act, and Data
Governance Act. The GDPR still remains the founda-
tional framework, what we often refer to as the “mother
ship” on which these newer regulations are built.
Currently, we focus on exploring how the GDPR can
support other areas, such as human rights law, and
increasingly competition law. Data protection, espe-
cially in the light of the Al Regulation, plays a crucial
role in shaping decisions; a trend | believe will continue
in the coming years.

While the future is uncertain, it seems to me that it
will lead to a more global political vision for the EU’s
regulatory strategy. For example, if we aim to build
an Al sector, how should we approach it? Should we
nuance certain rules? Or should we keep our princi-
plesand humanrights laws in place that prohibits all
American and Chinese Al and LLMs that do not align
with these principles? Since they don’t conform with
these principles, can we say: “OK, all non-European
systems are simply banned in Europe.” That way, all
our data stays within Europe and we can use those
data to build a European Al sector based on our own
values and interest. This broader political regulatory
debate is also hanging over the more nitty-gritty legal
discussions that remain in question.

There is a strong relationship between CPDP and
EDPL’s Young Scholar Award. What are some of

the strongest memories that you have when it
comes to winners? And do you think participants
have gained through this collaboration with CPDP?
How important has CPDP been as a platform and

a meeting point for so many worlds, influencing
some of the participants, or the award itself, or
even you?

First, the idea behind the Young Scholars award is to
provide a platform, a springboard for the next gener-
ation of academics, practitioners, regulators, and
many others in the field. Our goal is to support and
push them.That's where | see CPDP’s venue is of huge
value.This is a place where everyone in the community
comes together. It's a great opportunity to introduce
those young scholars to this network, to make them
seen by the CPDP community, to get them recognition.
That's why we always wanted to ensure that the awards
are given at CPDP and not anywhere else.

We aim to provide a platform
whereeveryonecangain
valuable insights on data
protection and privacy law from
a multidimensional perspective.

| am incredibly proud to see that many of those who
won the award or were in the top three have gone on to
become excellentacademics, practitioners,and regu-
lators and they kept staying active in the community.

One memory that stands out is of a PhD student who
was on the verge of quitting, feeling completely stuck.
She reached out, was ready to give up. We encour-
aged her to wait for a few weeks. Soon after, her paper
was selected for presentation at CPDP -and she won
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the award! This provided the boost and the confidence
to continue. | feel this is something we all can relate
to as academics, but especially PhD candidates who
often work in isolation and wonder “What am | doing
with my life?”, “Does my work matter?” Receiving
that recognition is more encouraging than the prize
itself. We also record short clips with the winners and
the other participants. They often get many responses
from regulators and other academics saying things
like “This is really interesting! Can you also come
and speak at our conference?” This recognition and
networks provided by CPDP is often a turning point
formany.This is something that quite often happens
and this is one of the things that 1 am most proud of.

What have been the hardest parts of being the editor
inchief of the journal,and is there anything of the last
10 years you would change looking back now?

We deliberately chose to focus on Europe, and this
is our strength, but also is a limitation. As a journal
for the European Community, it does connect all
these different groups and stakeholders within EU.
However, it misses substantive discussions and
understanding between Europeans, Americans, and
the East Asian community; those three regions operate
independently.

It's rare for scholars from one region to contribute
and write for another. This is due to the differences
between mindsets, argumentation styles,and writing
styles. And also, because we live in such a polarized
world where different groups don’t really understand
each otherand are even alienated and hostile towards
one another.

We often think about how we can bridge that gap in
a real, substantive way at least for our community
as a first step. In every edition or on specific themes
we address the question of whether we can keep
our European ideals while incorporating Asian and
American perspectives.

What do you think the most important subjects for
the future will be?

I'think the mostimportant questionis: Are these rules
adequate in achieving their legislative goal? It is also
important to recognize that data protection laws date
back to the 1970s. Since then, the core hasn’t changed
much; the underlying values still remain highly rele-
vant—perhaps more than ever. However, the way these
rules were written may not always be the most effec-
tive one in achieving their goals. Instead of simply
checkingif a new technology aligns with the legislative
framework, we should be focusing on the underlying
values.Too often, compliance is reduced to a checkbox
exercise which adds little meaningful analysis. | think

we should go @ @ back to the underly-
ing values. Also, because there has
always been a sentiment —it's some-
thing that's reappearing, especially now
with Al— that these rules are blocking
progress.|It's notenough to just say, “It's
therule,and you're not conforming with
it”. We must be explaining why it
matters. For example, we now see that
Elon Musk have access to all governmental data and
using it to threaten senators who oppose his political
line.We mustunderstand thatthis is why privacy actu-
ally matters! This is the most vital interest we aim to
protect—ensuring that governments stay neutral and
won’t abuse their power.

I think we should be asking first whether some-
thing is a problem and why, before considering how
the law applies. That consideration should always
come first—ratherthan simply declaring that the rules
and regulations are blocking progress or simply side-
stepping them.

The CPDP theme evolves alongside global events,
constantly adapting. This year’s theme, “The World
Is Watching”, feels especially holistic. How do you
interpret it in the context of data protection law?
And how do you see it resonating with the EDPL
Young Scholar Award and its contributors—the very
people shaping global perspectives on privacy and
data protection?

| see this as a time of spectacle. Countless events
unfold daily while we watch passively —but | feel we
need to turnitaround.“The world is watching us: what
are we doing? How will we tackle these emerging chal-
lenges?” As Europeans, we must adopt a more strate-
gic global mindset. Change is always slow in the EU,
butit gives a strategic stability in comparison to more
radical approaches elsewhere.

Young scholars are observers of today’s challenges,
and many feel disempowered or anxious. | always
remind them: “The world is watching you!”—not to
burden them, but to highlight their power to drive for
achange.Ifanyonecan,it’s their generation. That's why
| want to provide them with a platform, and I'm very
happy that CPDP as well facilitates it.| often have disa-
greement with my PhD students, but it's a good sign.
Theirideas must be bold, radical,and new and antag-
onise me and my peers. What | hope for is that this
generation embraces theirresponsibilities, recognises
what's broken, and says, “We’ll do things differently”.

Also, for the data protection community, | would
encourage them to fully revise or reconceptualise
the GDPR framework. Although it's logical, it needs
revision to meet today’s challenges.

For me, every day is a new
beginning. We must constantly
rethink what we're doing—even
when it still makes sense.

€

Yeah, the world will be watching that statement.

Exactly! Also, they must ensure that the world is watch-
ing them.They have to stand up and say, “Look, enough
of this nonsense. We are the next generation, and we
will tell you how it's going to happen”.

As you are celebrating the 10 years of EDPL
journal, what message do you hope to leave for
both experts and the next generation of data
protection?

For me, every day is a new beginning. We must
constantly rethink what we're doing—even when it still
makes sense. We should always step back and ask:
“What does this mean for our society? How do we want
to live? And how can law help achieve that?”

You mentioned that CPDP always has a new theme
which resonates with the world. That's why CPDP stays
relevant—you ride the tide but also pause to ask: “This
is happening. What does it fundamentally mean”?
| hope we can do the same with EDPL Young Scholars.

For the 10 years celebration. Is there a cake? And
did you order cake? And who’s going to blow
the candles?

There should definitely be a cake, and if anyone should
blow out the candles, it's Nelly Sativa, our managing
editor. She’s the behind-the-scenes force that makes
everything work. While | am the spokesperson, Nelly
and her team are the backbone. So, I'll buy a cake, put
candles onit,and ask her to blow them out!

Excellent. | want to be present.

Thank you. That will be wonderful. =
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Interview with

Frances Haugen

CPDP has encountered many critical voices in its eighteen years of existence.

Not everyone has made it to our stages (yet). When we witnessed a fiery keynote by
Haugen at MozFest in Amsterdam a while ago, we knew that some day, we had to
continue the conversation for a short interview in the CPDP.ai magazine.

In an age of interconnectedness where privacy is
heavily intertwined with other individuals, how do
you interpret this year’s CPDP theme “The world is
watching”?

The rights that we demand and negotiate with our
governments, and the willingness of our governments
to actually fight to enforce those rights is so important.

We've known for a long time that we “bleed” informa-
tion-very intimate personal information-via who we
associate with. You can analyze someone’s network
on a social platform like Facebook or wherever they
choose to spend their time. These platforms learn a lot
abouta person by inference, just because we hang out
with people who are similar to ourselves.

Even if you are relatively private online, just by partic-
ipating in these spaces at all, you end up spreading
a lot of very personal information-for example, your
sexual orientation. And as a result, there should be
guardrails placed on these companies-rules around
what they're allowed to do with our data, how they can
target us, what kind of information is given to us, and

what kinds of controls we have over how that informa-
tion is delivered to us.

As you can imagine, one response to having better
data privacy laws isn’t just about what can be used
foradvertising orwhatis shared outside the company.
It's also about questions like: Should you be allowed
toresetyouralgorithm? Should you have an easy right
toreset?

And what's nice about this concept s, I've been advo-
cating it for a couple of years-and for the first time,
Instagram integrated the ability to reset
your algorithm just a few months ago.
They don’t make it very easy, but itis
there.Because in a world where they can
accumulate information on you, you can

end up in a situation where your view of
reality becomes very, very tailored. All
that information theyve collected is
used to influence what you’re allowed
to consume. So having the right to dig

yourself out of that algorithm should be something
everyone is entitled to on every platform.

With increasing transatlantic pressure on EU
regulations, how can the Digital Services Act and
General Data Protection Regulation remain effec-
tive and significant going forward to protect
digital rights and personal data?

We are living in a very exceptional age. Watching how
things are playing out in the United States really
reinforces why it’'s so important that Europe chan-
nels Charles de Gaulle and says: We can’t trust that
America will remain constant. Like all places it's going
through change.

Part of that discussion has been about shared
defenses. Should Europe have its own infrastructure
forvarious things? Because if the US elects people who
don’t honortreaties ordon’t believe in mutual defense,
thatleaves Europe in a very awkward place.And | think
thereis a similarconversation to be had around digital
infrastructure.

What does this mean? There’s a really important
conversation to be had around what Europe should
be doing to invest in their own digital infrastructure
because we act as if it's impossible to have our own
social spaces. But imagine if we went into schools
and you proactively took measures to learn about how
these platforms work. In the US, we have programs
implementing community-based digital detoxes.
November is our mental health month. Nonprofits go
into schools:in September, they educate the commu-
nity; in October, they talk about the perils of online
addiction, how algorithms influence the US, rabbit
holes,and privacy rights; and then in November, collec-
tively, the whole community takes a break together to
remind themselves that they actually like spending
time in person with each other.

These are decisions we don’t get to make individu-
ally-we have to make them collectively. You may want
to spend more time in person with your friends, but if
they don’'t make that decision at the same time, it's
not really a choice foryou, right?

Now imagine a world where Europe came in and said,
“We're going to go and talk to kids. We're going to find
outwhattheir needs are. What would an ideal platform
forthem be? Whatwould public infrastructure be like?
What would it look like if we designed for linguistic
equity upfront?”

Back in 2004, the reason Facebook beat Friendster-
then the biggest social network in the world-was
because they figured out how to run the infrastruc-
ture. It sounds like it shouldn’t be complicated, but it
is complicated math.Things like who are the friends of
your friends was a question that made computers melt
in 2004. Today, very simple computers can do those
calculations for very large social network systems.

One of the things that I really
want to emphasize, especially
for young people in Europe:

a new social platform begins

with just two users.



CPDP CONFERENCE 2025 | 21 — 23 MAY 2025 | BRUSSELS, BE

25

So, what would it take for Europe to have our own
version of Instagram? Because we can’t count on
America to not be digital colonials. And that's what
this conversation needs to be rooted in-not just on
whetherwe can rely on America to honorour laws, but
whether we can we rely on America to acknowledge
the exploitation or the negligence.

There are more speakers of French Canadian than
speakers of Norwegian and Danish, yet very clearly,
there’s no protection for children against self-harm
contentoragainst content that encourages the taking
of one’s own life, both which they can freely access.
There are networks that continue to distribute this
content despite the number of years that theyve
asked for something to happen, and the only expla-
nation | can come to is that someone inside these
social media platforms decided that Norwegian wasn't
important enough a language to justify providing
basic safety systems for children.

This is the reason why | keep planting this idea: What
if Europe decided we cannot rely on America for our
digital public spaces? These things grow. If you go to
Silicon Valley, the tech people aren’t using Meta prod-
ucts-they use spaces like Signal, an open source,
end-to-end encrypted, peer-to-peer messaging app.

Iwould really love to see people channel the angerand
the despairthey feel right now and say, well, what if we
did dream bigger? What would a European alternative
to all of this look like? | think it's there. | think it will
happen. And honestly, | don't think it'll be that hard.

People say dreams like that are impossible, but
remember-Facebook originally spread from college to
college. If you go to middle schools, high schools, and
colleges, we can build a community. Make it a politi-
cal statement. Make it a statement of self-care. Make
a statement of caring for each other. That's how you
build inertia, because wherever the young people go,
the older people eventually follow.

Since most social media platforms work with
black boxed algorithms where even the employees
don’t necessarily understand how they work, what
would you say are some practical steps to ensure
algorithmic transparency going forward?

Employees are always learning how the algorithm
works in real time. Every small tweak causes first-or-
der, second-order, and third-order effects-many of
which are often almostimpossible to intuit or predict.

Physicists are some of the most effective people at
studying algorithms that influence and shape our real-
ities, because they're the kind of people who are good
at looking at big messy piles of data and detecting
patterns thatothers are unable to see. That's the level
of complexity we're working with.

I think there’s a couple of different routes that should
be explored. First, go really basic: say any post that is
viewed more than 10,000 times (which is a very small
fraction of posts because we never see 99.9% of posts),
is no longer private.

What does private mean to you? If | send a message to
agroup chatwith eight people, is that private? If | send
itto 16 people, is that private? If | send it to two or four
people, that's private. And the point at which people
say, hey, if | post it to a forum that has more than 32
people, it's no longer private. | don’t have privacy.

That kind of makes sense when you
think about humans. You know, you
can imagine being in maybe a self-help
group and that group might have 20 or
30 people and you could still feel like
there was an intimate conversation, but
you geton to a larger sphere and people
don’t have an expectation of privacy
anymore. Setting a 10,000-view limit
pushes us to understand the biases of
the algorithm. What are they amplifying
the most?

=

Because in a world where they
can accumulate information
on you, you can end upin

a situation where your view

of reality becomes very, very

tailored. All that information

| think most Europeans aren’t aware
that Facebook does have a transpar-
ency report that shows the most viewed
contenton its platform. However, it only
shows the top 20 posts in English, from
the US, once a quarter. When you put all
of those qualifiers in, you have to ask:
why? Only 8-9% of all Facebook users are
in the US-so why constrain the report
only to the US?

The reason the reports are done for English content
alone is because the safety systems are overwhelm-
ingly built for English, for American users-not for
people elsewhere.

If any post that hits 10,000 views in Europe was
published in a weekly dataset, we could very quickly
apply very complicated analysis to understand dispa-
rate impact: Does content for minorities get distrib-
uted on the platform? Who gets targeted with what
kind of information? Are we seeing hotspots where
people and groups are shown more violent and
socially destabilizing content, more content tied to
self-harm, or content that might have serious health
consequences?

Gaining access to even that tiny window would change
everything-because right now, we see nothing, and
the consequences are enormous. The reason why
this is so fundamentally important is because
even the most cursory of examinations of the data
would showcase the kinds of topics are blacklisted,
suppressed, and ignored.

As long as social media operates under the current
profit incentives, is there a way to prevent

the inherent privacy trade-offs of giving up
personal data for convenience in digital spaces?

People sometimes say that they need a law that gives
ustherighttooptinoroutofhavingtheir personal data
used by these companies. But I've always observed
that these companies have nointerest-and noincen-
tive-to make your experience even mildly enjoyable if
you don’t give them your data.

People like algorithmic feeds. They like personalization.
They may have concerns about it, and they may wish
they could resetit occasionally, but they like it. Failing
to address and acknowledge the reality that people
like personalization makes it impossible to under-
stand how to have a meaningful conversation when
it comes to privacy.

For othertechnologies-like the phone orthe computer
we use to communicate with one another-competitive
market forces have induced improvements and devel-
opment. Third-party reviewers test and benchmark
devices to tell you how reliable it is, which users can
access and use to inform their decision on whether

they’ve collected is used to
influence what you're allowed
to consume.

they should or shouldn’t buy the product. The feedback
loop and informed decision-making it encourages
serves to keep the suppliers of these technologies
honest, and helps them make a better computer
next time.

But with social media, we have so few facts on how
the systems are built, what they do with our data, what
they dowith the people,and who uses it. We don’t get to
make real choices.Whatwe can dois put pressure on
these companies and say: “We are making these kinds
of investment decisions going forward, over time. You
can participate-or you can be left behind.

Around the world we’ve seen youth advocates
working to reclaim social media spaces to put
the “social” back in social media again to have
a human-centric design. What advice would
you give to younger generations to support
that movement?

| think one of the most powerful things you can
do is read history. That is the thing that gives me
the strength to continue talking to advocates, legis-
lators,and students. All because it happens very slowly.

Think of the 20" century: the Soviet Union fell and
the British left India. Things that once were considered
absolutely impossible eventually happened. Social
media platforms have no incentive to change, and so
won’t change on their own. But we can and we must
change theirincentives-which is how all big systems
eventually ended up falling.

One of the things that I really want to emphasize, espe-
ciallyforyoung people in Europe: a new social platform
begins with just two users. It's spaces that we build
that we choose to spend ourtime in.

One of the most transformative things thatwe can do
is to have more conversations with young people-even
going all the way down to elementary school. Ask them:
Why do you use these platforms? Ask these kids if they
would choose to spend their time somewhere else, in
other spaces, if their friends went too?

Because we can’t count on the US anymore and we
can’t count on corporations to shape our reality, not
if we want to live in a future that is about people,
not profit. =
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Interview with

Frederik

De Wilde

We gladly introduce the CPDP net-Artist in Residence, working at the intersection
of art, science, technology, and design. His practice explores the inaudible,
intangible, and invisible in digital and physical spaces, critically engaging

with the societal and environmental shifts driven by technology. De Wilde's

work navigates speculative futures and complex systems, offering innovative

perspectives on contemporary challenges.

Frederik, | classify you under the trans-discipli-
nary artists moniker. When | got to know you and
your work sometime around 2003 in Brussels,
you were playing around with the modular Max/
MSP music composing program, creating compo-
sitions. Simultaneously you worked on a movie,
which was short and creepy and had some inter-
esting David Lynch qualities. During the years,
the number of collaborations you had with tech-
nology researchers continued to increase. You
developed the Blackest-black with nano technol-
ogy. Your fascination with the web and web-based
art is clear to me. You still do that: working on 20
projects simultaneously. Can you quickly explain
what your project about the dark web is about and
how it is developing?

There’s a backstory, of course: a few years ago, | was
fascinated by the dark web, or dark- net. We live on
the surface web and then you have the deep web

(everything in between), and finally the Darknet,

the lowest level of the internet. | was curious how to

access it. | used Tor to explore this hidden, obscure
space. It's a kind of spectral landscape of whistle-
blowers and the military, because that’s the origin
of the internet itself, to understand its origins. In
fact, | discovered it's not an exciting place at all. It's
extremely boring, right? Because you can’t find almost
anything. You really have to take a lot of time, deep
dive, and infiltrate networks to discover something,
Buton YouTube, you can find some stuff that surfaced
from the Darknet. One thing that drew
my attention was Sad Satan, a Darknet-
only horror game (until now). It's made
with a custom 3D engine called Terror
Engine,which created a lot of fuss years
ago on YouTube because it's a game
without logic. Normally in a game, you
have to complete tasks to get rewards
and all that. But this is like a Lynchian,
nonsensical game using conspiracy
theoryimages or sounds thatare linked
to serious crimes. It was provocative.
That's why everybody wanted to see

©

it, and that tells me something about the nature of
people, of mankind. We’re drawn to these dark spaces,
fascinated by the unknown and all that. So that was
my internal drive to exploreitall. Then | scraped some
videos and material from the Darknet and created
an experimental video. But in a nutshell, after that
video | applied to the VAF (the Flemish audiovisual
film institute) to make a more elaborate version. When
writing the narrative fora single screen, though, I real-
ised: it should be immersive. You want to be immersed
in the Darknet directly, not just look at a representa-
tion. | opted to move from a film to VR, and that's how
Alice in Darknetwas born. Right now, we have a playable
proof of concept. I'm currently talking with publish-
ers, gaming companies and so on to create a fully
revamped version, but as a game, not just an immer-
sive experience. That's the current stage.

You also recently made an interesting installation
about mineral extraction in function of tech devel-
opment, can you tell us about this?

It was a work | developed during the COVID period,
after an open call from a Foundation in Greece and
the United States to explore concepts through the lens
of artificial intelligence. I've always been deeply inter-
ested in mineral extraction given its current geopo-
litical relevance. | made this in real time, and it's
completely programmed in an interactive envi-
ronment like TouchDesigner, a triptych. In the first

Y

When writing the narrative

for a single screen, though,

| realised: it should be immersive.
You want to be immersedin

the Darknet directly, not just look
at a representation.

TARPIT | © Frederik De Wilde
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(real-time) animation, a satellite orbits Earth, scan-
ning for valuable resources using hyperspectral
imaging. The second one shows orthogonal Google
Earth images, with Al identifying deposits. The third
reveals a new geode—a rebuilt Earth with the valuables
the Al found. That's why the projectis called Hyperminer
Extracted Earth: serving as both a critique of extractiv-
ism and the Anthropocene.

We invited you to become a net artist-in-residence
at CPDP.ai. Exciting! Can you tell us what the plan
is and a little more about the TARPIT project?

It's not the firsttime I've explored counter-tactics and
counter-surveillance strategies. | already explored this
a little with my Al Beetles project, and trying to fool
Als, a pioneering collaboration with the University of
Wyoming’s Al Lab years ago. But | never explored it in
relation to Al agents, because Genentech Al is quite
recent. These agents are bots that basically scrape
websites and anything else -- think about DeepSeek,
ChatGPT, and similar tools. So, | was thinking: how
can we connect these ideas? Create something brows-
er-based, a gamified environment. Basically, a website
that's both a game and a trap, a primitive trap that is
playable by users. The goal is to hypnotise Al agents,
luring them into an endless loop. | find it really fun and
interesting because it's not just art. It's not a game.
It's also cybersecurity. You really have to understand
all the tactics and strategies of cybersecurity. But
then | try to go a bit further than what most cyberse-
curity specialists would. I'm reading Roger Caillois,
the French sociologist who wrote The Mask of Medusa,
about relationships between insects, animals, and
humans, and their camouflage techniques which are
strategies that exist in both worlds, and I'm drawing
alotof inspiration from this to see how it could change
my perception on strategies. I'm now looking into
ancestral knowledge and spells and exploring how
to create new kinds of traps based on ancient spells.
| really like this surrealist, absurd fantasy element.
Finally, MC Escher’s work is another inspiration. He’s
known for his labyrinthine structures that are nonlin-
ear, like Sad Satan. They share that particular complex-
ity, hard to encrypt or decrypt. These architectures are
themselves recursive loops, endless loops you can’'t
escape. | find this especially fascinating in digital and
web space, a hyperdimensional realm that extends
beyond visible pixels.The project has a lot of depth and
so much to excavate and discover. As an artist, my first
goalis tounderstand how cybersecurity strategies and
tactics work, then explore what new input art, sociol-
ogy, biomimicry,and so on can contribute. | wantto see
how this influences both the artistic process (how to
nurture it) and the outcome.
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As part of the residency, you’d like to collaborate
with the CPDP community. You are present at CPDP,
organising a session to engage the community.
Can you tell me how you see that? How can they
impact the residency and the Tarpit project?

Sharing knowledge, the process, and presenting
my work is the opposite of what start-ups do. Let’s
look at an Al agent as a metabolic system or as
a human. These agents aim to digest and consume
the honey pot (a cybersecurity term), which the website
contains.The problem for Al agents however, consum-
ing websites is extremely energy-intensive, and so
are the algorithms. These startups are now making
websites pre-digested for agents, intervening before
they even arrive. How do they do it? By translating
everything on-screen into text, making it much easier
for agents to digest. What I'm doing is the complete
opposite, my approach serves as both provocation
and precedent. Right now, everything’s either attack
or defense—you need both. You want to give users
(individuals, whatever you call them) the ownership
of their websites, deciding whether to allow scrap-
ing is an ethical consideration. This is responsible Al.
Right now, it's the Wild West out there. This project
aims to bring these questions to the table, to discuss
how we’ll handle this. What's happening is a form of
post-colonialism, we must address this, and art is
agreatwaytodo it

What impact do you hope Tarpit will have on
debates about ethics, data extraction, open-source
tools, Al bots, everything?

It will also depend on feedback from the scientists,
the companies, Privacy Salon, and from everybody.
It's a shared responsibility, an organic process - not
merely setting a target and measuring impact. It could
evolve in various directions. So, there can be diverse
impacts. One principle of art is raising critical ques-
tions, creating interactive experiences. | don't want to
be conclusive, but achieving this, while staying open
to influence, and vice versa. | hope the game itself
evolves—and that in the open-source domain, others
can learn strategies and tactics, modify the source
code, and build their own traps. | hope to see a zoo of
different games that elaborate on what I've started.
That'd be great. | see impact in the artistic sector,
gaming sector, cybersecurity, and potential collabo-
rations with companies. I'm open to that. So, | think
the impact can be big. It really depends on both me
and us collectively.

As an artist, my first goal is to understand how
cybersecurity strategies and tactics work, then explore
what new input art, sociology, biomimicry, and so on

can contribute.

How do you feel Tarpit relates to this year’s CPDP
theme, ‘The World Is Watching’? There’s potentially
much to unpack.

The World is Watching, is in my view a human-cen-
tric slogan, and we’re in an age of non-human enti-
ties—a hyperconnected world of |oT, surveillance cams,
hyperspectral cameras, everything becomes much
more interlinked yet fragmented by geopolitics issues,
so itis a very strange, confusing world. There’s a rat
race for the best technology and for richest natural
deposits, to fuel these new economies and technolo-
gies.|think the world is watching this, raises the ques-
tion: who is truly watching? And it's not just people. For
me, that's the interesting thing—the dynamics that
exists between humans and organisations. There’s
a lot to unpack. Think Orson Welles, 1984. But for me,
it's about far more than surveillance, right? It's how
everything becomes super entangled. It's not just
watching, it's listening too. If you understand how
large language models (LLMs) turn text to images,
images to sound. So, is ‘what is watching’ still rele-
vant? Is that still the right way to describe it? Watching
is justone (intentional) sensorial aspect. There is also
touching and feeling things, it becomes sentient.
There is haptics already involved, smart skin that's
touch-sensitive and connected; then there are brain
implants that connect you to computers or monkeys.
I mean, there are things going on right now that make
me think we’re entering this field of hyperobject, also
the concept explored in Timothy Morton’s book. When
things become too difficult to fathom or too big, they
transform into hyperobjects. So, for me, The world is
Watching? is exactly that.

One more note: what you do is also visualising
something that generally remains invisible to
people. By visualizing the agents’ passage through
the net—through everything we do, you give civil
society agency, letting them observe what’s typi-
cally meant supposed to stay invisible?

| think about the connection between metabolism,
the human body and viruses. Suddenly, you have both
a looking glass and microscope, you're looking into
the petri dish of your screen, observing the activity of
these bugs, agents, bots. It all turns almost biologi-
cal. That's fascinating. So, do you give people a tool to
magnify, and make transparent the dynamics that
are at play? This under stream allows them to inter-
act with it, play with it and discover. It taps into homo
ludens (the playing person), to discover these techno-
logical infrastructures and dynamics through playful
engagement. Personally, | find that to be a very good
approach. =
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How observed :
do you feel ...........................................................................................................................................................................................................................................................
right now? ‘
O 4 |
Intensely observed OO PO OO TSSOSO OO OPS TSSOSO
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Moderately observed
OF |
Subtly observed OO PSPPSR
O 1 ...........................................................................................................................................................................................................................................................
Silently observed :
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